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Safety Messages

NOTICE

Read this manual before working with the product. For personal and system safety, and for optimum product performance, make
sure you thoroughly understand the Contents before installing, using, or maintaining this product.

Failure to follow these installation guidelines could result in death or serious injury.

Ensure only qualified personnel perform the installation.

Explosions could result in death or serious injury.

Verify that the operating atmosphere of the transmitter is consistent with the appropriate haZardous locations certifications.

Electrical shock could cause death or serious injury.
If the device is installed in a high-voltage environment and a fault condition or instalagi curs, high voltage may be
present on transmitter leads and terminals.
Use extreme caution when making contact with the leads and terminals.

This device complies with Part 15 of the FCC Rules. Operation is subject e fo ing conditions:

This device may not cause harmful interference.
This device must accept any interference received, includindlintefference that may cause undesired operation.
This device must be installed to ensure a minimum ante tiodistance of 20 cm from all persons.
The products described in this document are NOT designed fo ear-Qualified applications. Using non-nuclear qualified

products in applications that require nuclear-qualified ha ucts may cause inaccurate readings.For information on
Rosemount™ nuclear-qualified products, contact your | n Sales Representative.
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1 Introduction

1.1 Product overview

The Emerson™ Wireless 1420 Gateway (Gateway) connects WirelessHART® self-organizing
networks with host systems and data applications. Modbus® communications over RS-485
or Ethernet LAN provide universal integration and system interoperability. The optional
OPC functionality from the Gateway offers a means to connect to newer systems and
applications while providing a richer set of data.

The Gateway provides industry leading security, scalability, and data reliability. Layered
security ensures that the network stays protected. Additional'devices can be added at

anytime. There is no need to configure communication pat :
manages the network automatically. This feature also ensure
devices have the most reliable path to send data.

Whatis included?

The box containing the Gateway contains severalitemsj@ssential to the complete
installation and operation of the Gateway.

e Emerson Wireless 1420 Gatewa \

e Quick Start Guide \

e Software pack, 2-disk set Q

e Mounting hardware

e Conduit plugs, fo O

e Conduit adapters(eptianal)

If an optiofifal r ntenna has been ordered, it will be in a separate box containing:
g

ntenna

ardware

e C(Cable (one or two pieces that total 50 ft. [15,2 m] in length)

e Coaxial sealant

1.2 Using this manual

This manual will help to install, configure, operate, and maintain the Gateway.

Introduction introduces the product and describes what components may be found in the
box. It also includes details for services and support as well as return and disposal of the
product.

Configuration describes how to connect to the Gateway for the first time and what
settings should be configured before placing it on a live control network. It is important to

Emerson.com/Rosemount 5
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1.3

note that some Gateways are used in stand-alone applications and do not reside on a
network. In these cases, it is still important to configure the items outlined in this section.

Installation describes how to properly mount the Gateway and make electrical
connections, including electrical wiring, grounding, and host system connections. This
section also describes how to mount the optional remote antenna.

Commissioning describes the installation and setup of the optional software included with
the Wireless Gateway. This software will aid in secure host integration as well as wireless
field device configuration.

Operation and Maintenance describes how to connect the Gateway to a host system and
integrate data gathered from the field device network. It covers network architectures,
security, and data mapping.

pation to contact technical

Troubleshooting provides troubleshooting tips as well as info
support over the phone or through email.

Glossary defines terms used throughout this manual or n the web interface of

the Wireless Gateway.

on a variety of subjects
Certifications.

L3 ?
Product recycling/ a
Consider recycling equipment a ckaging. Dispose of the product and packaging in
accordance with local and natidnal le@islation.

Emerson.com/Rosemount
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2 Configuration

2.1 Overview

This section describes how to connect to the Emerson™ Wireless 1420 Gateway (Gateway)
for the first time and what settings should be configured before placing it on a live control
network. It is important to note that some Gateways are used in stand-alone applications
and do not reside on a network. In these cases, it is still important to configure the items
outlined in this section.

Before the Gateway can be permanently mounted and connected to a live control
network, it needs to be configured with an IP address. This is dene by forming a private
network between the gateway and a PC/laptop. The followi s are needed to
complete this section:

e (Gateway @
e PC/laptop

e 24VDC (nominal) power supply

Note L2

If the Gateway was ordered with th dy option, it has been configured to
operate on a DeltaV control netwo the Initial Configuration Section does not need

to be completed. Only setting thie'p is required.

2.2 System re

Additionaueq
Wireless Confj

* Microsoft® Internet Explorer® 7.0 or higher

Ethernet

* 10/100BaseTX Ethernet communication protocol

2.3 Initial setup

Note
For information on connecting a Windows" 7 PC, see the technical note (document
number 00840-0900-4420).

Emerson.com/Rosemount 7
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2.3.1

2.3.2

Prepare PC/laptop

The PC/laptop will need to be configured to form a private network before communicating
to the Gateway. The network settings can be found in the control panel of the PC/laptop.
To configure these settings:

Procedure

—_

© LN U A WNS

Find and open the Control Panel (Generally found from the Start Menu).
Open Network Connections.

Select Local Area Connection or Network and Sharing Center.

Right click the mouse and select Properties from the list.

Select Internet Protocol (TCP/IP), then select Properti

From the General tab, select Use the following IP addf,

Set the IP Address to “192.168.1.12” and select Tab
A Subnet mask of 255.255.255.0 should fill in a
Select OK to close the Internet Protocol (TC pdow.

Select Close on the Local Area Connectio

Disable Internet prOX|

Internet proxies will need to be

ough the PC/laptop’s default Internet browser.

Procedure

A W N =

Find and open the d @ nternet browser (typically Microsoft Internet Explorer).
From the Tools meng, select Internet Options.

From th n s tab, select LAN Settings.

Un<?e Seyver, verify the boxes for Automatically Detect Settings and Use a
saerfor your LAN are unchecked.
HOK to close the Local Area Network (LAN) Settings window.

OK to close the Internet Options window.

Example

The PC/laptop is now set up to form a private network and to communicate with the
Gateway.

Note

Connecting to the Gateway's secondary Ethernet port will require different network
settings. See Table 2-1 for additional network settings.

Table 2-1: Default IP Addresses

Gateway PC|laptop Subnet
Ethernet 1 192.168.1.10 192.168.1.12 255.255.255.0
Ethernet 2 192.168.2.10 192.168.2.12 255.255.255.0
Ethernet 1 (DeltaV Ready) |10.5.255.254 10.5.255.200 255.254.0.0

Emerson.com/Rosemount
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Table 2-1: Default IP Addresses (continued)
Gateway PC[laptop Subnet
Ethernet 2 (DeltaV Ready) |10.9.255.254 10.9.255.200 255.254.0.0

2.3.3 Connections and power

Physically connect the PC/laptop to the Gateway by connecting one end to the Ethernet
port on the back of the PC/laptop. Connect the other end to the Ethernet 1 port on the
Gateway. Figure 2-1 shows the standard terminal block diagram. Once the Gateway and

PC/laptop are connected, wire a 24 VDC (nominal) power supply with a capacity of at least
250 mA to the Gateway power input terminals.

Determining Gateway compatibility wit wer over
Ethernet (PoE)

Figure 2-1: Legacy Gateway Terminal Block Q i

G
5
o[
°l¢

A. Case

B. Ethernet hQ(covered)

C. Ethé t%dar}/)

D. g x ary)
(nominal) power input

odbus®

Emerson.com/Rosemount
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Figure 2-2: PoE Compatible Gateway Terminal Block

o @@ [ [

Case

Ethernet 2 (secondary)
Ethernet 1 (primary)

24 VDC (nominal) power input
Serial Modbus

mO N ®™>

A WARNING

When making physical connections tdith te itisimportant to use the electrical

conduit entries located on the bott using. Connecting through the open
terminal block cover (the lower cov aystress the connections and damage the

Gateway.

Power over Ether,

@

This Gateway is equipped oE technology to allow it to source power to a compatible
device over the connectingEthernet cable (PSE mode) or derive its power from another
PoE devicgyvia
802.3at-2

the netwark. In the Gateway, power is transmitted in passive mode over two unused
differential pairs of the Ethernet cable. To use this feature, the Gateway must be
connected over the Ethernet to a matching IEEE 802.3a device. Failure to do this will cause
no power to be sent or sourced.

A set of switches on the power supply board allow the selection of the specific Ethernet
port for PoE and the selection of whether it is a PSE (Power Sourcing Equipment) sourcing
power or a PD (Powered Device) deriving its power from another IEEE 802.9 PSE device.
See Figure 2-3 for the switch diagram required for PoE configuration.

Note
The Gateway can either source or receive power over an Ethernet port; it cannot do both
at the same time.

If using the Gateway as a PSE, the total additional power requirements of the PD must be
factored into the total input power requirements of the power supply for the Gateway. It is

10 Emerson.com/Rosemount
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recommended that the power selection mode switch be left in the PD position unless PSE
is needed.

Figure 2-3: Gateway PoE Jumpering

[ ETHI ETH2 |PSE] ot Pover

105V-30V _ Modbus .
case [RIO[G][OIB[®]
. : E|EEE A FEPRERE S | et

PD | PSE| PD | PSE |2 e I_
ETHT | ETHZ [PSE] TR oaen
GlEA : - B OO D 5| s
PD | PSE| PD | PSE | =2
From PSE Device

<«—Data— Power —
ETHI ETH2 [PSE QRS o

% e S

PD | PSE| PD Power >
Traditionally powered Gateway
PoE, Gateway as a PD via Ethernet Por?
PoE, Gateway as a PSE via Ethernet &\
e ETHT: Ethernet port 1 selec D'or PSE
e ETH2: Ethernet port 2 seleeged¥ior PD or PSE
e PD: Gateway deriv m the Ethernet port selected
e PSE: Gateway de@wer from a local power supply and sends power down the
Ethernst poi’Séle another device

To Host

To POE Device
Power—»

)
o

e EN: Enabled; ables the PSE operation
his disables the PSE operation

Only one port and one mode of operation (PD or PSE) can be selected at a time; any other
combination of jumpers is invalid.

Note

IEEE 802.3af-2003 PoE standard provides up to 15.4 W of DC power (minimum 44V DC
and 350 mA) to each device. Only 12.95 W is assured to be available at the powered device
as some power is dissipated in the cable. I[EEE 802.3at-2009 PoE standard also known as
“PoE+” or “PoE plus”, provides up to 25.5 W of power. The 2009 standard prohibits a
powered device from using all four pairs for power.

For more information on PoE and frequently asked questions, refer to Emerson Wireless
1420 Gateway with Power over Ethernet Technical Note or Power over Ethernet (PoE).

In order to use both ports for PoE, remember to order option code “2” when selecting
number of Ethernet ports.

Emerson.com/Rosemount 11
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2.3.4
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Configure the Gateway

It is now possible to log into the Gateway for the first time and begin configuration for
placement on a live control network. The following items need to be configured:

 Security passwords
e Time settings
e TCP/IP network settings

Use the following procedure to log in to the Gateway:

Procedure

Open a standard web browser (typically Microsoft Integnet Explorer).
Enter “192.168.1.10” in the address bar.
Acknowledge the security to proceed.

In the User Name field, enter “admin”.
In the Password field, enter “default”.

Example

u b~ W N =

The web browser will now be directedgo t
navigation menu located on the lef i

ay’s default home page. Thereis a
ith four main areas.

 Diagnostics: view status of co ications, client server parameters, and more

e Monitor: screens created byithe useg to view data from field devices

 Explorer: basic view of rom field devices
e Setup: configure for operations, security, and host system integration

S

User name Web interface access
Executive exec Read-only access
Operator oper Read-only access
Maintenance maint Configure HART® device settings

Configure Modbus® communications
Configure Modbus register mapping
Configure OPC browse tree
Configure Active Advertising

Emerson.com/Rosemount
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Table 2-2: Role Based Access User Accounts (continued)

Role User name Web interface access

Administrator admin Includes all maintenance privileges
Configure Ethernet network settings
Configure WirelessHART® network settings
Set passwords

Set time settings

Set home page options

Configure custom point pages

Restart applications

Each of the initial passwords for the user accounts is default. [tis,recommended, for
security purposes, that these passwords are changed. The ag rator password should
be appropriately noted when changed. If it is lost, contact Emersomfor technical support.

To change the user accounts passwords:

Procedure
1. Navigate to System Settings — User, tions.
2. Click Edit. ¢
3. Setthe new password for eac% user account, and confirm.
4. Click Submit.
Note

Itis suggested tha
options be cha
login. Strong
informatj

security settings in System Settings>Users>User
local IT best practices or the Normal setting after initial
m settings are available for more robust passwords. For more
reen and others, see the Emerson Wireless Gateway User

Gateway’s time is accurate for timestamp data to be meaningful. Time settings can be
found by navigating to System Settings — Gateway — Time.

There are three ways to set the Gateway time:

e Network Time Protocol (recommended)

— This option uses a Network Time Protocol (NTP) server to adjust the Gateway’s time
in order to match the time of the control network. Enter the IP address for the NTP
server and select the packet version (1, 2, 3, or 4).

e Setwith PC Time
— This option will match the Gateway’s time to that of the PC/laptop.

* Manual Entry

— This option allows the user to enter a specific date (MM:DD:YY) and time
(HH:MM:SS).

Emerson.com/Rosemount 13
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Note

Network Time Protocol (NTP) is recommended for the best network performance because
it always adjusts time to match the network time server.

Figure 2-4: Time Settings

4
EMEI:SON, Smart Wireless Gateway

admin
Version: 4.5:6

About | Help | Logout

Home Devices 4 Network Information

System Settings >> Gateway >> Time

Gateway

le;-mmg

Changing the time or time settings may result in the temporary loss of data updates from all devices.
Your PC's time 01/11/15 16:09:18.077
01/11/15 16:11:05.311

0 days 00:01:47.234

Gateway time (wihartgw)
Difference

Method used to set time Network Time Protocol (NTP, recommaefige ith PC time ® Manual entry

Date (mm/dd/yy)

Time (hh:mm:ss)

Network

Save Changes

Protocols

Users

/1921681 10/t

TCP/IP netwo

king changes to the TCP/IP network settings. If they are lost or
nfigured, it may be impossible to log into the Gateway. Contact the network
for information on the proper TCP/IP network settings to apply.

Prior to the gateway being installed and connected to a live control network, it should be
configured with an IP address, as well as other TCP/IP network settings.

Request the following configuration items from the network administrator:
* Specify an IP address, or use a DHCP server
Hostname

Domain Name

IP address

Netmask

Gateway

Emerson.com/Rosemount
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Obtaining an IP address from a DHCP server is not recommended, since the Gateway
operation will be dependent upon the availability of the DHCP server. For maximum
gateway availability it is best practice to specify an IP address.

To change the TCP/IP Network Settings:

Procedure

Emerson.com/Rosemount

1.

Navigate to System Settings — Gateway — Ethernet Communication.

2. Select Specify an IP address (recommended).

3. Enterthe following:

N o v ok

* Hostname

e Domain Name
e |P Address

e Netmask

e Gateway

Select Save Changes. Z
When prompted, select Restart app

Select Yes to confirm restart. ¢
Close the web browser.

Note
Once the IP Address of theGateway has been changed, communications to the web
v artighe web browser, then log back into the Gateway using
er TCP/IP network settings. The PC/laptop TCP/IP
3d to be changed.

15
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Figure 2-5: Ethernet Settings

#
Eemenson. | Smart Wireless Gateway T

System Setlings >> Gatenay > Ethemst Ce

Gateway

Ethernet Communication
Primary Interface [Port 1] Secondary Interface [Port 2]

® Speciy an IP address (recommended) Specify an IP address (recommended)
© Obtain an I address fiom a DHCP server Obtain an IP address from a DHCP senver
Obtain Domain Hame from DHCP Server Obtain Domain Name from DHCP Server

Enable Port
Interface Physical Address

00:26:16:08:87:E0 Interface Physical Address
00:26:16:08:87E1
Full Primary Host Name Full Secondary Host Name

viharlg —

Host Name Host Name

Domain Name Domain Name

1P Address

192.168.1.10

Net Mask

[255:255.255.0

Gateway

[182.168.1.1

2.3.5 System backup

The Gateway has a Sy
It is best practice th
installation and gemf

L 2
Procedure

and Restore feature that saves all user-configured data.
a System Backup be performed periodically throughout the
n process.

& System Settings — Gateway — Backup And Restore.
zSave Backup.

3. The'Gateway collects the configuration date and when the file download pop up
appears, select Save.

Enter a save location and file name.
5. Select Save.
6. Select Return to form.

Note

System backup contains user passwords and keys used for encrypting
communication. Store downloaded system backups in a secure location. These files
themselves are also encrypted.

16 Emerson.com/Rosemount
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3 Installation

3.1 Overview

This section describes how to properly mount the Emerson” Wireless 1420 Gateway
(Gateway) and make electrical connections, including electrical wiring, grounding, and
host system connections. This section also describes how to mount the optional remote
antenna.

3.1.1 General considerations

The Gateway may be mounted in any general purpose locatig
secured tightly to prevent exposure of any electronics to ma

The Gateway should be mounted in a location that all enient access to the host
system network (process control network) as well ireless field device network.

3.1.2 Physical description

e sure the covers are
nd contamination.

For dimensional drawing informati roduct Certifications. The cast aluminum
housing encloses the electronics ciretiitry ofjthe Gateway. The front of the enclosure has
an upper cover and a junction b e upper cover provides access to the

electronics and radio. The junctign boXgover provides access to the terminal block.

To open either cover, use @1/4%n. Bladed screwdriver to remove the appropriate screw on
the unhinged side of the € e

3.2

Emerson.com/Rosemount 17
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Figure 3-1: Gateway Installation

C\

l
= —)|

A 15025 ft E
D (4,6t07,6 m) /

Control room
Ground

Gateway @
Mast or pipe
Infrastructure

3.2.1 Pipe mount \\'

The following hardware and t arefgeded to mount the Gateway to a 2-in. pipe:

e Two -in. u-bolts (suppli teway)
e 2-in. mounting pi

mO N ®™>

e -in. socket-h nc
Mount thé¥Gat ing the following procedure:
Progétd \

ne u-bolt around the pipe, through the top mounting holes of the Gateway
ure, and through the washer plate.

2. Use a-in. socket-head wrench to fasten the nuts to the u-bolt.
3. Repeat for the second u-bolt and the lower mounting holes.

18 Emerson.com/Rosemount
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Figure 3-2: Pipe Mount

3.2.2 Bracket mount (alternate)

The following hardware and tools are needed to m @teway to a support bracket:
e Four 15/16-in. bolts 0

e Mounting support bracket Q

o 3/8-in. drill \

e 1/2-in. socket-head wrench \

Mount the Gateway using the win@procedure:

Procedure

1. Drill four 3/8- m) holes spaced 3.06-in. (77 mm) apart horizontally and

part vertically in the support bracket, corresponding with the

11.15-in. (283
holes o eway enclosure.
2. Mdsi iafsocket-head wrench, attach the Gateway to the support bracket with

b/ 165in. bolts.

3.3 Rem®te antenna (optional)

The remote antenna options provide flexibility for mounting the Gateway based on
wireless connectivity, lightning protection, and current work practices.

Emerson.com/Rosemount 19
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A WARNING

When installing remote mount antennas for the Gateway, always use established safety
procedures to avoid falling or contact with high-power electrical lines.

Install remote antenna components for the Gateway in compliance with local and national
electrical codes and use best practices for lightning protection.

Before installing consult with the local area electrical inspector, electrical officer, and work
area supervisor.

The Gateway remote antenna option is specifically engineered to provide installation
flexibility while optimizing wireless performance and local spectrum approvals. To
maintain wireless performance and avoid non-compliance with spectrum requlations, do
not change the length of cable or the antenna type.

If the supplied remote mount antenna kit is not installed pe tructions, Emerson is
pectrum regulations.

not responsible for wireless performance or non—compa
The remote mount antenna kit includes coaxial sea cable connections for the
lightning arrestor and antenna.

Find a location where the remote antenna fas optimal wireless performance. Ideally this
will be 15-25 ft. (4,6 to 7,6 m) abovek nd of 6 ft. (2 m) above obstructions or major
e

infrastructure. To install the remot one of the following procedures:

Installation of WL2 option (outdoor applications)

Procedure

1. Mount the anténna .5- to 2-in. pipe mast using the supplied mounting
equipme

. Corfhec tning arrestor directly to the top of the Gateway.
nding lug, lock washer, and nut on top of the lightning arrestor.

act the antenna to the lightning arrestor using the supplied coaxial cable
> g the drip loop is not closer than 1 ft (0,3 m) from the lightning arrestor.
. Use’the coaxial sealant to seal each connection between the wireless field device,
lightning arrestor, cable, and antenna.

2
3
5

6. Ensure the mounting mast, lightning arrestor, and Gateway are grounded
according to local/national electrical code.

Note
Any spare lengths of coaxial cable should be placed in 12-in. (0,3 m) coils.
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Example

Figure 3-3: Installation of WL2|WN2 Option

|
Control building
Remote antenna
Cable O
Drip loop
Lightning arre@

3.3.2 InstaMgtion of WL3/WL4 Option (indoor to outdoor
applications)

OmMmON=m™>

Procedure
1. Mount the antenna on a 1.5- to 2-in. pipe mast using the supplied mounting
equipment.
2. Mount the lightning arrestor near the building egress.
3. Install the grounding lug, lock washer, and nut on top of lightning arrestor.

4. Connect the antenna to the lightning arrestor using the supplied coaxial cable
ensuring the drip loop is not closer than 1 ft. (0,3 m) from the lightning arrestor.

5. Connect the lightning arrestor to the Gateway using the supplied coaxial cable.

6. Use the coaxial sealant to seal each connection between the Gateway, lightning
arrestor, cable, and antenna.
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7. Ensure that the mounting mast, lightning arrestor, and Gateway are grounded
according to local/national electrical codes.
Note
Any spare lengths of coaxial cable should be placed in 12-in. (0,3 m) coils.
Example
Figure 3-4: Installation of WL3|/WL4 Option
=]
B
A
A CAUTION
Weather proofing is required!
The remote mount antenna kit includes coaxial sealant for the cable connections for the
lightning arrestor, antenna, and Gateway. The coaxial sealant must be applied to
guarantee performance of the wireless field network. See Figure 3-5 for details on how to
apply weather proofing.
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Figure 3-5: Applying Coaxial Sealant to Cable Connections

ﬁ—»*—»

Table 3-1: Remote Antenna Kit Options

Kit option Antenna Cable 1 Cable 2 Lightning arrestor
wL2 Wavelength 50ft.(15,2m) | N/A Head mount, jack to plug
Dipole Omni- | LMR-400 Gas discharge tube
Directional +6 5 dBinsertion loss
dB Gain )
WL3 Wavelength 30 ft. (9,1 m) 20f In-line, jack to jack
Dipole Omni- LMR-400 LMR Gas discharge tube
Directional +6 . .
dB Gain 0.5 dBinsertion loss
wL4 Wavelength 40ft. (12 .(3,0m) In-line, jack to jack
Dipole Omni- LMR®4Q0 MR-400 Gas discharge tube
Directional +6 . .
dB Gain 0.5 dBinsertion loss
WN2 Wavelength m) N/A Head mount, jack to plug
Bipde Omni; Gas discharge tube
irection . .
dB Cai 0.5 dBinsertion loss

3.4

e Gateway can be made at the terminal block, which is located in the
) box section of the enclosure. The terminal block label is located on the

The junction box portion of the enclosure has four conduit entries for power and
communications wiring. Do not run communication wiring in conduit or open trays with
power wiring, or near heavy electrical equipment.

Install the included conduit plugs in any unused conduit openings. For NEMA® 4X and IP65
requirements, use thread seal (PTFE) tape or paste on male threads to provide a watertight
seal.

3.4.1 Grounding

The Gateway enclosure case should always be grounded in accordance with national and
local electrical codes. The most effective grounding method is a direct connection to earth
ground with minimal impedance. Ground the Gateway by connecting the external
grounding lug to earth ground. The connection should be 1Q or less. The external ground
plug is located below the Gateway enclosure and is identified by the following symbol:

Emerson.com/Rosemount 23



Installation Reference Manual
September 2020 00809-0200-4420

3.4.2 Ethernet

The Gateway is equipped with two 10/100BaseTX Ethernet communications ports (see
Figure 3-6). These connections can be used to access the Gateway’s web interface and to
communicate Modbus® TCP and OPC protocols.

The primary Ethernet port (Ethernet 1) is used to connect to the host system or other
application systems. The secondary Ethernet port (Ethernet 2) can be used as a back up
connection or a maintenance port for local access to the Gateway.

Figure 3-6: Terminal Block

—E— —F— G 1 G )
DOODOD D DD PD DD
,2 +|(-1|S A|B||l+]- S|-|+
A
alsllal" 1k
+ (4 S|-|+
I_G_I
B C D
Case *
Ethernet 2 with power (cover \
Ethernet 2 (secondary)

OmmBO N wm>

Ethernet 1 (primary)
24 VDC (nominal) powseisi
Serial Modbus
Not used g
Figure 3-RPO% le Gateway Terminal Block
\ D—, —E— a_r'—'w_E ﬁ
+

- 1S A | B

Case

Ethernet 2 (secondary)
Ethernet 1 (primary)

24 VDC (nominal) power input
Serial Modbus

mON®™>

Ethernet connections should use Cat5E or better shielded cable to connect to an Ethernet
hub, switch, or router. The maximum cable length should not exceed 328ft (100 m).

24 Emerson.com/Rosemount



Reference Manual Installation
00809-0200-4420 September 2020

Note
Unless dual Ethernet ports were specified at the time of order, the secondary Ethernet port
(Ethernet 2) will not be active.

3.4.3 RS-485

The Gateway may be ordered with an optional RS-485 (serial) connection (Figure 3-6). It is
referenced by the A and B Serial Modbus terminals. This connection is used to
communicate Modbus RTU on an RS-485 data bus.

Use 18 AWG single twisted shielded pair wiring to connect the Gateway to the RS-485 data
bus. The total bus length should not exceed 4000 ft. (1220 m). Connect the Tx + (positive,
transmit) wire to terminal A and the Rx - (negative, receive) wire to terminal B. The wiring
shield should be trimmed close and insulated from touching the Gateway enclosure or
other terminations. Only terminated at one end typically at

If the existing data bus uses a 4 wire Full Duplex config
a 2-wire Half Duplex configuration.

igure 3-8 to convert to

Figure 3-8: Convert from Full to Half Duplex

TX +

Rx
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Terminating resistors

Three DIP switches are provided to enable various terminating resistors to the RS-485 data
bus. The switches are found inside the electronics housing near the top center of the main
circuit board (Figure 3-9).

Figure 3-9: RS-485 Resistor DIP Switches

D
o
A < ™| E
F
G
C
2
A. Main circuit board
B. Radio
C. Electronics
D. DIP switches
E. 470Q pull-down resi
F. 120Q termais stor
G. jstor

re connected to pull-up and pull down resistors. Switch 1 is for the Tx +
3is for the Rx - (B) line. These 470 Q resistors are used to prevent noise
from terpreted as valid communications during periods when no actual

communications are occurring. Only one set of pull-up and pull-down resistors should be
active on the RS-485 data bus at time.

Switch 2 is connected to a 120 Q terminating resistor. This resistor is used to dampen
signal reflections on long cable runs. RS-485 specifications indicate that the data bus
should be terminated at both ends (Figure 3-10). However termination should only be
used with high data rates (above 115 kbps) and long cable runs.
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Figure 3-10: Typical Half Duplex (2-wire) Network

Up t0 4000 ft. (1220 m)

Y

<
<

A
Device 1 Device 2
B
Terminators required
|| only for high data

Device N rates and long cable

(upto32 runs

possible)

3.4.5 Power

The Gateway is designed to be powered by 24 VDC (nomia quires 250 mA of
current. The positive and negative connections are foe eft S|de of the terminal

block (Figure 3-6). An additional case ground is found O h eft side of the junction box

enclosure.

Connect supply power to the positive + an ower terminals found on the left
side of the terminal block (Figure 3- 6)0Re ed torqueis 7 in-Ib and the gauge is 12
to 22 AWG. An additional internal can be found on the left side of the
enclosure. The wiring should |nclu aI power shut-off switch or circuit breaker
that is located near the Gateway,

Note

Using an uninterruptible p o pply (UPS) is recommended to ensure availability should
there be aloss of pow

Note
When using PoE P

ower supply is not required.

3.4.6 Pa et Ethernet (PoE)

eway hardware supports IEEE 802.3af and IEEE 802.3at PoE.

With the growth of Ethernet, many have wanted to save time and cost on wiring by
sending power down to an Ethernet device over the same Ethernet cable used to haul
data. This is possible because there are four extra wires in an Ethernet cable that are
typically not used. In the past there was no formal standard, people came up with their
own wiring schemes for using these wires to provide power. This resulted in a number of
different schemes to exist and lead to confusion as people were damaging their
computers because they did not know there was power available over the Ethernet cable.

In 2003, IEEE 802.3af standard for PoE was adopted. It specified:
e The wires that would carry power and how
* Devices that could source power and devices that could be powered

e Supplied wattage would be up to 15 Watts (in 2009, IEEE 802.3at was adopted, which
allowed power up to 25 Watts)
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e The voltage used

* A method of protecting against damaging non-PoE devices

There are two types of IEEE 802.3 PoE devices

1. PSE (Power Sourcing Equipment) is a device that acts as a voltage source and
supplies PoE to devices via the Ethernet cable.

2. PD (Powered Device) is a device that is supplied with power via PoE from a PSE
device via the Ethernet cable.

The Gateway can be configured by jumpers to work in either one of the modes referenced
above. Therefore the Gateway can source power or be powered via the Ethernet cable.

Note
The Gateway cannot be a PSE and a PD at the same time. PoE cap only be configured on
one Gateway port at a time.

PoE advantages

To save costs on planning, wiring and installatiop of ks, devices are supplied with
power directly via the Ethernet cable (e.g. vi /5€8%¢table up to 100m). PoE makes the
network planning flexible, independent of, y cabinets, and junction boxes.
There are no extra costs for the electri ing. AR advantage of PoE is that you can install
devices with an Ethernet interface i x ifficult access orin areas in which running
cable would be inconvenient. This savies installation time and costs. This
technology is in use today typi telephones, cameras, or wireless transmission
devices such as WLAN Access P

An excellent application ise ay connected to a Wi-Fi back haul unit; such as a Cisco®
or ProSoft® unit. For sco unit could power the Gateway or in another case the
Gateway could powekthe BroSoft unit as in a PFN with the addition of an external power

supply. a
: es to work with a PoE Gateway

g device to the Gateway whether it is a PSE or a PD must be labeled as

i h IEEE 802.3af or IEEE 802.3at. Many companies use labels on their
ing’such as PoE for IEEE 802.3af or PoE+ for IEEE 802.3at. Check the specific
manufacturer's specifications of any device to make sure somewhere it references IEEE
802.3; otherwise it may not work.

The Gateway works as either a PoE PSE for IEEE 802.3af (sourcing 15 Watts) or PoE+ PSE for
IEEE 802.3at (sourcing 25 Watts) depending on the input voltage to the Gateway from the
power supply. For 12 VDC nominal input, the Gateway can source 15 Watts. For 24 VDC
nominal input, the Gateway can source up to 25 Watts. No additional adjustment is
necessary.

In the PoE PD mode, the Gateway draws its power over the selected Ethernet cable from
another PoE IEEE 802.3 device either 802.3af or 802.3at.

Caution is needed in selecting a companion device to the Gateway for PoE. Not all devices
labeled PoE will function. Before 2003, there was no standard and companies developed
their own techniques for powering over an Ethernet cable. These techniques are not
always interoperable. Before the standard, they used the term PoE on many of their
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products. Most new products labeled PoE are IEEE compatible. Cisco products can be
ordered with their old standard (Online Power as it is sometimes referred to) or with the
IEEE 802.3 PoE standard. Check with the appropriate manufacturer if in doubt before
purchasing/installing the connecting equipment.

For reference, Cisco offers the following four versions:
1. Prestandard PoE (Online Power)
2. 802.3af-compliant PoE (15W)
3. 802.3at-compliant PoE Plus (PoE+) (25W)

Universal PoE (UPoE) (60W). (New Cisco standard, which Cisco claims is compatible with
IEEE 802.3af PoE and IEEE 802.3at PoE +)

Note
When using a Gateway as IEEE 802.3 PSE device, check the tg
equipment connected (including the Gateway itself 3.6 Watt ake sure the power
supply to the gateway can source enough power. It is good design practice to

make sure the power supply has more than enoug capability to handle startup

loads and future expansion.

er levels of all the PD

IEEE 802.3 PoE gives protgctign damaging a computer
or another piece of equi

When using IEEE 802.3 PoE, one
devices have a test mechanis

ant new features of this standard is that PSE
ct connected incompatible devices from being
damaged. Only devices which,havie an authenticating characteristic based on the IEEE
802.3 standard, receive p @ a the Ethernet cable. To determine whethera PD is
connected, the input eteps are checked by the PSE. This method is called “Resistive
Power Discovery”. D@e discovery process resistance, capacitance, and current are

checked.

If the PSE 3 @it starts classification, i.e. determination of the power requirement

of th e ice. For this the PSE applies a small defined voltage to the power
D's'@nd measures the resulting current. The PD is assigned to a power class

alue of the current. Only now the total voltage is supplied to the power

This sophisticated system prevents computers and other devices from being damaged
when connected to these cables.

A CAUTION

Older non-IEEE standard PoE offerings may not have this protection and could damage
computers and other devices.

Proper PoE installation considerations

In all electrical installations, local codes and prevailing regulations must be observed. Only
use properly trained/licensed installers, approved materials, have installations inspected
as required and if in doubt seek help from a qualified person. PoE+ and the load of the
Gateway (approximately 3 to 4 Watts) can add up to 30 Watts of power; because of this
the proper Ethernet cable must be selected depending on the length of the cable run.
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Check with the manufacturer for the specifications of the cable being used to determine
the power versus length requirements. Multiple powered Ethernet cables running in the
same location must be considered for total temperature rise. Most Ethernet cable
suppliers have charts for PoE usage on their websites.

Typically, Cat 5 should handle most installations with runs up to 100 meters
(approximately 300 feet). The use of Cat 3 is not recommended in any installation PoE or
non-PoE, Cat 3 may work for some lower power short run applications, but overall it has
poorer data handling and lower power capability. Cat 6 and Cat 7 are respectively better
than Cat 5.

PoE FAQs

Does the old 1420 Gateway hardware have PoE?

No, not IEEE PoE; in the current 1420 Gateway there is a third
of the connector board (closest to the hinge). This port has d
labeled “Ethernet 2 with Power.” This connector is cong
spare Ethernet wires in this connector are bridged t t
This was designed for special applications and is no
connector can damage computer and othereq
and has been removed as it is not needed i

net port on the far left
it; in the manual it is
ernet port 2 and the
power lines to the Gateway

onnected toitif used improperly
E design.

N
What do | have to do to order IEEEP X‘ 420 Gateway?
n

There is no specific option code for Po e, all 1420 Gateways will have PoE. Initially
PoE will be offered by approval asPoE is approved for that application. For
example, typically N5 or N6 ap als take the least time. These approvals codes when

y ship with the new hardware. Approval codes like N3
or N4, which typically take'a er time, would ship with PoE at a later date. Contact your

ct_42_Rae17094 for jumpering diagrams.

ng PoE, how should | program the Gateway?

Program the 1420 Gateway as a PoE PD on either port; then connect up the local power
supply (24 or 12 VDC) to the power input terminals of the Gateway. There is no problem if
the Gateway is programed as a PD and has local power too. The Gateway working as a PD
when it sees local power switches to the local power instead of the Ethernet PoE. See
#unique_48/unique_48_Connect_42_Rae17094 for jumpering diagrams.

What type of power supply should I use with the PoE Gateway in the PSE mode?

A Class 1 power supply is strongly recommended for all Gateway applications for improved
safety. The power supply should be a 24 or 12 VDC unit. 24 VDC allows more power to be
sourced in the PSE mode. The power supply should be able to handle at least 30 Watts if
using PSE; for good operating margin it would be advisable to consider at least a 50 Watt

supply.
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Note
Solar or battery power is not recommended for PoE PSE operation as there are additional
power loses caused by the PoE circuitry.

What is the maximum Voltage PoE PSE can source?

Maximum Voltage is normally 48 VDC; up to 25 Watts.

Can you do redundant power with PoE?

Yes, as PoE becomes more popular many network appliance (switch) providers are
supplying innovative switches and other hardware to create redundantly powered
networks. Typically, many switch suppliers offer switches that allow multiple power
inputs. Check your local switch supplier as to available configurations. Also, the Gateway
will work with a local power supply connected to the power ifiput terminals of the
Gateway and as a PD with power coming over the Ethernet a ame time. If both
D
bility?

sources are present, the Gateway selects the local power suf If the local power
fails, the Gateway automatically switches to Ethernet p, the local power is
restored, the Gateway automatically returns to local p

How do I know if my 1420 Gateway has IEEE @

The simplest way to check for IEEE PoE cap ist@@pen the upper door on the 1420
Gateway and the see how the compufer b8ard is Mounted. In the newer hardware, the
board is mounted horizontally. The e the computer board was mounted
vertically. Q

O
&
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Gateways shipped 2014 to present with N5/N6  Gateways shipped
option 2011-2014

]

BT £TH2_TPSE
PD | PSE[ PD PSEEE

=
_—_

A. Computer board
B. 1420 with PoE
C. 1420 without

the 1420 Gateway with the new hardware?

y is to continuously improve our products year after year. The

sconnect circuit protects from someone inadvertently wiring Gateway to high
voltage or AC Mains (circuit resets when improper power is removed)

More area freed up for installer wiring in lower section

Total number of circuit boards, wires and connectors is greatly reduced
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Gateway PoE jumpering

Figure 3-11: Jumpering Matrix Located on Gateway Main Board

(PgEfPDIEhPOFU o Product ETHI ETH2 [ PSE |
erault jJumpering ror Froauction.
Usedforjno P%Ealgo) BBB ~ Cotr,zzlrﬁer
PD | PSE | PD |PSE |Z|2 \\.---- '
PoE PD on port 2 ETHT ETH2 [ PSE | _I'é_
SR . - I - i
PD | PSE | PD |PSE |Z|2
PoE PSE on port 1 ETHT ETH2
PoE PSE on port 2
*

e ETHT: Ethernet port 1 selected f
e ETH2: Ethernet port 2 selec D'or PSE

combination of jumpers is invalid.
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4.1

4.2

Commissioning

Overview

This section discusses the installation and setup of the optional software included with the
Emerson™ Wireless 1420 Gateway (Gateway). This software is not required for the wireless
field network to operate; however, it will aid in secure host integration as well as wireless
field device configuration. The following table describes what items are installed and on
which disk they can be found.

Table 4-1: Software Applications

Name Description Location
Security Setup Utility This utility allows the setup of SSL end Disk 1
communications between the ost
system.
AMS Wireless Configurator | This application allows compléte iguration of Disk 2
wireless field devices andiprovides added security
through drag and
Network Configuration This appligati igures AMS Wireless Configurator | Disk 2
to interfa irel@ss Network or a HART® Modem.

Additional system components\inay bainstalled depending on the current configuration
of the system.

System re@ments
Table 4-2%¢PC re

Recommended requirements

Intel Core 2 Quad, 2.0 GHz or greater

3 GB memory or greater

1.5 GB free hard disk space 2 GB or more of free hard disk space

Table 4-3: Supported Operating Systems

Operating system Version

Windows™ XP Professional, Service Pack 3
Windows Server 2003 Standard, Service Pack 2
Windows Server 2003 R2 Standard, Service Pack 2
Windows Server 2008 Standard, Service Pack 2
Windows Server 2008 R2 Standard, Service Pack 1
Windows 7 Professional, Service Pack 1
Windows 7 Enterprise, Service Pack 1
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Note
Only 32-bit versions of the operating systems are supported for AMS Wireless
Configurator.

Software installation

The software can be found on the two disk pack, included with the Gateway. Depending
on the PC system configuration, installation may take 30-35 minutes. Installing both disks
in order is recommended. The Security Setup Utility is located on Disk 1.

Install the software

To install the software:

Procedure

1. Exit/close all Windows programs, including any in the background, such as
virus scan software.
2. Insert Disk 1 into the CD/DVD drive of th&RC.

3. Follow the prompts.
P p .

Install the AMS Wir@ﬁgurator
ed

AMS Wireless Configurator s lo Disk 2. To install the software:

Procedure
1. Exit/close all Windo ograms, including any running in the background, such as
virus sca e
2. Insé#tD the CD/DVD drive of the PC.

om the menu when the AMS Wireless Configurator setup begins.

he’prompts.

AMS Wireless Configurator to reboot PC.
6. Donot remove the disk from the CD/DVD drive.
7. Installation will resume automatically after login.
8. Follow the prompts.

Note

If the autorun function is disabled on the PC, or installation does not begin
automatically, double click D:\SETUP.EXE (where D is the CD/DVD drive on the PC)
and select OK.

Security Setup Utility

The Gateway provides significant flexibility by offering many different interface options.
Users should be aware that with this flexibility comes certain risks. Opening the non-
secure versions of an industrial protocol can expose significant information, some of it
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sensitive, about the wireless network. For this reason, Emerson encourages end users to
use Emerson’s Security Setup Utility to secure the industrial protocols. Users running non-
secure versions of the industrial protocols are encouraged to make sure the Gateway is
running on a secure network and following security best practices.

The Security Setup Utility enables secure communications between the Gateway and host
system, asset management software, data historians, or other applications. This is done by
encrypting the standard data protocols (AMS Wireless Configurator, Modbus TCP,
Ethernet/IP™, and OPC) used by the Gateway and making them available through various
proxies within the Security Setup Utility. These proxies can function as a data server for
other applications on the control network. The Security Setup Utility can support multiple
Gateways at once and each proxy can support multiple client application connects. Figure
4-1 shows a typical system architecture using the Security Setup Utility.

Security Setup Utility

A. AMS proxy G. Historian

B. Modbus proxy H. Gateway A

C. OPC proxy I. Gateway B

D. Data server J. Gateway C

E. Engineering station K. Control network
F. Asset management L. Encrypted data
Note

OPC communications requires the use of the Security Setup Utility regardless of whether
encryption is required.
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Setup security settings

In the Security Setup Utility add a new proxy for each Gateway based on the
communication protocol that is being used. For example, add an OPC proxy for each
Gateway that is communicating OPC. Use the following procedure to add a new proxy in
the Security Setup Utility:

Procedure
1. Open the Security Setup Utility.
2. Select EDIT — NEW, then select the type of new proxy to be added.
3. Right click on the new proxy entry and select Properties.
4. Enterthe target Gateway’s Hostname and IP Address.
5. Select OK.
6. Select FILE — SAVE.
7. When prompted for authentication, enter the a@ssword for the target
Gateway.
8. Select OK.
9. Repeat Step 2 - Step 8 to added addi es.

10. Select FILE — EXIT to close the Setup Utility.

During this process, the Gate mxchange security certificates (digital

signatures) with the prox

| Address | Server F‘ortl Local F‘ortl Sacurityl Status
192.168.1.10 1200 On Good
192168110 1502 502 On Good

AMS Wireless Configurator

AMS Wireless Configurator helps deploy and configure wireless field devices. It provides an
integrated operating environment that leverages the full capabilities of WirelessHART®,
including embedded data trending, charting, and graphical display capabilities provided
by enhanced EDDL technology.

 Display and modify device configuration
* View device diagnostics

e View process variables
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* Provision a wireless device using the drag-and-drop operation so it can join a Gateway’s
self-organizing network

 Enhance AMS Wireless Configurator functionality with the AMS Wireless SNAP-ON™
Application

 Restrict access to AMS Wireless Configurator functions through the use of security
permissions

See the release notes for information specific to the current release of AMS Wireless
Configurator. To display the release notes, select START — ALL PROGRAMS — AMS

WIRELESS — CONFIGURATOR — HELP.

Setup the AMS Wireless Configurator

AMS Wireless Configurator supports connectivity to a Wirel
Modem. Both of these interfaces must be configured throug
application. To run this application, select START — A

— NETWORK CONFIGURATION.

work and a HART
twork Configuration
VIS — DEVICE MANAGER

Note
Do not have the Security Setup Utility runni
Configuration application or a configugati

Use the following procedure to configtire
Configurator:
Procedure Q

. Openthe Networkra ion appli

e time as the Network
ight occur.

ess network for AMS Wireless

1 cation.

2. Select Add.

3. Select Wi etwork and select Install.

4. SeldetN

5 a or the wireless network and select Next.

1e HostName or IP Address for the Gateway and select Add.

at Step 6 if multiple Gateways need to be added.
8. Check the box to Enable Secure Communications with the Gateway.
9. Select Finish to close the configuration window.

10. Select Close to exit the Network Configuration application.
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Figure 4-3: Wireless Network in the Network Configuration

Connection rgl

‘ireless Metwork Parameters

Smart "Wireless Gateway IP Address
Gateway Mame 192168.1.10

v Enable Secure Communications with the 5 mare
Smart Wireless '
Gateway Mame or IP = [} Add
Address

Cancel | Help |

4.5.2 Setup a HART mod MS Wireless Configurator

Use the following proced onfigure a HART modem for AMS Wireless Configurator:

Procedure s l
1. Openth nfiguration application.
2. Sele’c&..

6. Select the HART master type (default is AMS Wireless Configurator will be Primary
HART master) and select Next.

7. Select the COM port for the HART modem and select Next.
8. Check the box to Check to support Multi Drop devices.
9. Check the box to Include WirelessHART Adapter.

10. Select Finish to close the configuration window.

11. Select Close to exit the Network Configuration application.

4.6 Licensing and credits

The latest licensing agreements are included on each disk of the software pack.

40 Emerson.com/Rosemount



Reference Manual Commissioning
00809-0200-4420 September 2020

“This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit (www.openssl.org)”

y N
Q

O

W
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5 Operation and Maintenance

5.1 Overview

This section describes how to connect the Emerson™ Wireless 1420 Gateway (Gateway) to
a host system and integrate data gathered from the field device network. It covers
network architectures, security, and data mapping.

In accordance with WirelessHART® security guidelines, the Gateway should be connected
to the host system via a LAN (Local Area Network) and not a WAN (Wide Area Network).

5.2 Network architecture b
Physical connection types are important when determij work architecture and

what protocols can be used for integration. Ethernet i ary physical connection
type and RS-485 is available as an optional connect e following network

architecture diagrams will help when integratin§data fiem the Gateway into the host
system.
L 2
5.2.1 Ethernet \
An Ethernet connection suppor CP, OPC, AMS Wireless Configurator,
Ethernet/IP™, and HART® TCP pratocols? Using this connection type, the Gateway is wired

directly to a control netwg 3 re 5-1) using a network switch, router, or hub. There
are often two network & dancy purposes.

&
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Figure 5-1: Ethernet LAN Architecture

Engineering station

Primary control network
Secondary control network
Controller and I/O ®
Gateway

mO N ®™>

Fiber optic (optional

A Fiber optic connection supp dbus TCP, OPC, AMSWireless Configurator, and
HART TCP protocols. Usin % pnnection type, the Gateway is wired to a fiber optic

switch (see Figure 5-2).

conver

Note
Afiber optic ca%n requires a third party copper Ethernet to fiber optic Ethernet
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Figure 5-2: Fiber Optic LAN Architecture

ITOm"TmMON®m>

Engineering station
Primary control network ¢
Secondary control network \\

Controller and I/O

Fiber optic switch

Fiber optic

Copper to fiber con

Emerson.com/Rosemount

Gateway 0

%
x supports Modbus RTU protocol. Using this connection type, the
q

ed¥to an RS-485 bus which typically leads to a serial /O card or Modbus 1/O
e 5-3). Up to 31 Gateways can be connected to a single /O card in this
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Figure 5-3: RS-485 LAN Architecture

Engineering station
Primary control network
Secondary control network
Controller and I/O

Serial I/O card

RS485 bus

Gateway

OmMmDONwm>

>

all

Internal

rts an internal firewall that inspects both incoming and outgoing data

The Gateway’s internal firewall settings can be found by navigating to System Settings —

Protocols — Protocols and Ports.
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Figure 5-4: Security Protocols Page (Internal Firewall)

4
[EMERSON. Smart Wireless Gateway admin  About | Hep | Legeut

 Network Information

Protocols And Ports

Network
Protocols Enabled Protocol Port Type Port
] HTTP TCP 80
HTTPS Tcp [#43
Modbus TCP TCP 502
@ Modbus TCP Secure TcP 1502
EtherNet/IP TCP 44818

EtherNet/IP uop 2222

eeeee

& HART-IP Secure
DHCP
NTP

@ Fing

1- 14 of 14 results

Save Changes

5.4 Modbus

The Gateway supports bo % bus RTU over the RS-485 serial port and Modbus TCP over
Ethernet. It function stbdévice on the Modbus network and must be polled by a
Modbus master or clignt (h@st system).

.
5.4.1 Cory L@m settings
t

at the Modbus communication settings in the Gateway match the setting in
aster or client. Refer to host system documentation for more information
nfigure these settings. The Modbus communication settings can be found by
navigating to System Settings — Protocols — Modbus.

Emerson.com/Rosemount 47



Operation and Maintenance Reference Manual

September 2020 00809-0200-4420
Figure 5-5: Modbus Communications Page
IEP!E:;?M Srt!.aliﬁ wireless Gateway admin About | Help | Logout
Gateway
Network Modbus
Protocols Mappings
‘Add New Entry | Show/Hide Registers @m [ al
Communication Settings
e e —
Qﬂ ister Read Re ? i b
One Modbus Address: When thi
Modbus RTU communications:
Multiple Modbus Address is option is selected, a new column for address will
appear on the Modbusgid page.
Modbus TCP Port: This is the TCP/IP port the Gateway uses for Modbus TCP (Ethernet). To
change T(%/IP , see the Internal Firewall section for more details.
Baud Rate: w e or speed of serial communications. This setting is only required
i etting determines parity (none, even, or odd) to use for error checking
phis setting is only required for Modbus RTU.
Stop Bits: This setting determines the number (1 or 2) of stop bits to use when ending a
message. This setting is only required for Modbus RTU.
Response delay time (ms): This setting determines how long (ms) the Gateway waits
before responding to a Modbus request. This setting is only required for Modbus RTU.
Unmapped register read response?: This is the value returned by the Gateway if the
Modbus master requests a register with no data assigned to it (empty register). It is
recommended this be set to zero fill to prevent errors.
Floating point representation: This setting determines if the Gateway uses floating point
values or integer values. There are three options for this setting.
 Float uses 32 bit floating point values.
e Round rounds the data value to the nearest whole number.
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e Scaled uses scaled integers to offset negative values or increase decimal point
resolution. The equation for scaled integers is:

y=Ax-(B-32768)

Where:

y = Scaled integer returned by the Gateway
A = Gain for scaled integer value

x = Measured value from wireless field device
B = Offset for scaled integer value

Use swapped floating point format?: This setting switches which register is sent first for a
floating point value. This setting is only used for floating poingvalues.

Incorporate value’s associated status as error?: This setting
report a predetermined value when a communications or cr :
dble depending on which

floating point representation is chosen. See Value repa error below.

Value reported for error (floating point): This setting determines what value is reported if
the wireless field device reports a failure or s nicating to the Gateway. This
setting is used for floating point value& T e NaN (not a number), +Inf (positive
infinity), -Inf (negative infinity), or Qtheg(u

Value reported for error (rounded a tivgjinteger): This setting determines what value
is reported if the wireless field d epa@sts a failure or stops communicating to the

Gateway. This setting is used fogounded or scaled integers. The choice is a user specified
value between -32768 an >

Scaled floating point i teger value: This determines the maximum integer value
for the purpose scalifig integers. 999-65534

Use global scal fset?: This setting determines if a global gain and offset is
applied fosga ers or if each value has a unique gain and offset. Unique gain and
offsetssa (&

e Modbus Mapping page.
ain: This value is multiplied to the data values for the purpose of scaling
global scaling is not selected, a gain value will be available for each separate
data valu&on the Modbus Mapping page.

Global scale offset: This value is added to the data values for the purpose of scaling
integers. If global scaling is not selected, an offset value will be available for each separate
data value on the Modbus Mapping page.

5.4.2 Register mapping

Register Mapping is the process of assigning data points from wireless field devices to
Modbus registers. These registers can then be read by a Modbus master or client. Modbus
register mapping can be found by navigating to System Settings — Protocols — Modbus.
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Figure 5-6: Modbus Register Map Page

4
[EMERSON. Smart Wireless Gateway admin  About | Hep | Legeut

Devices  System Seftings = Nefwork Informaton

Gateway

Network Modbus
Protocols Mappings

[ R

State Invert

Communication Settings

Modbus TGP Port 502

Addresses )
© Single Modbus Address |1 |
© Mutiple Modbus Addresses
Baud Rate ari Stop Bits
19200 ) None —
Response Delay Time(ms) © i

o
Unmapped Register Read Response?
@ Zero Fill

& lllegal Data Address

Save Communication Settings

To add a new data point to the

Procedure
1. Select Add New

2. Complete all of the t@ble entries for the new data point (note that the entry
columns sed on the Modbus communications settings).

3. Repﬁx chinew data point.
4 ; .

Whis is the Modbus RTU address used by the Gateway for this data point. It is
possible to group data points assigning them the same address (i.e. all data points from
the same process unit can have the same address). This column only appears if Multiple
Modbus Addresses is selected on the Modbus Communications page.

Register: This is the Modbus register number used for this data value. Modbus registers
hold two bytes (16 bits) of information; therefore 32 bit floats and integers require two
Modbus registers. Each data point needs a unique Modbus register number, unless they
are assigned different addresses. Register numbers 0-19999 are reserved for Boolean (bit,
coil, binary, etc...) values. Register numbers 20000+ are reserved for floating point or
integer values.

Point Name: This is a two part name for the data point. The first part is the HART Tag of the
wireless field device which is producing the data. The second part is the parameter of the
wireless field device.
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Note

Point Name is entered as <HART Tag.PARAMETER>. Point Name can be entered using the
list of values (...) or manually entered. The following table gives a list of standard device
parameters which may be considered for Modbus register mapping.

Table 5-1: Device Parameters Available

Parameter Description Data type

PV Primary Variable 32-bit float

Y Secondary Variable 32-bit float

v Tertiary Variable 32-bit float

Qv Quaternary Variable 32-bit float
RELIABILITY A measure of connectivity to the Gatewa 32-bit float
ONLINE Wireless communications status Boolean
PV_HEALTHY Health status for PV Boolean
SV_HEALTHY Health status for SV Boolean
TV_HEALTHY Health status for TV Boolean
QV_HEALTHY Health status fopQV Boolean

PV, SV, TV, and QV (dynamic variabM ry by device type. Refer to the device’s
\(j:rci:LT:ntation for more infor 0 at value is represented by each dynamic

RELIABILITY and ONLINE
of messages received

eless communications. RELIABILITY is the percentage
reless field device. ONLINE is a true/false indication of

“*_HEALTHY pafamet st
(** = dynamic vaftablg - PV, SV, etc...). These parameters incorporate critical diagnostics

State (state value): The value of a data point which drives a Modbus output of 1. For
example, if a data point is reported as either True or False, a state value of True will report a
1 for True and O for False. A state of False will report a 0 for True and a 1 for False. State is
only required for register numbers 0-19999 (Boolean, bit, coil, binary, etc...).

Invert: This check box will invert the Modbus output fromaltoaOoraOtoa1.Invertis
only used for Boolean values using register numbers 0-19999.

Gain: This value is multiplied to the data value for the purpose of scaling integers. Gain is
only required if scaled is chosen on the Modbus communications page and globe gain and
offset is not chosen.

Offset: This value is added to the data value for the purpose of scaling integers. Offset is
only required if scaled is chosen on the Modbus communications page and globe gain and
offset is not chosen.
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Predefined Modbus registers
In addition to user configurable parameters, the Gateway also supports a list of predefined
Modbus registers with diagnostics and test parameters. The following table is a list of the
predefined Modbus registers.
Table 5-2: Predefined Modbus Registers
Description Register Data type
Current Year (1) 49001 32-bitint
Current Month (1) 49002 32-bitint
Current Day (1) 49003 32-bitint
Current Hour (1) 49004 32-bitint
Current Minute (1) 49005 32-bitint
Current Second (1) 49006 32-bitint
Messages Received 4900 32-bitint
Corrupt Messages Received 439008 32-bitint
Messages Sent With Exception 32-bitint
Messages Sent Count 32-bitint
Valid Messages Ignored 32-bitint
Constant Float 12345.0 49012 32 float
SYSTEM_DIAG.HART_DEVIC 49014 32-bitint
49015 8-bit unsigned int
49016 8-bit unsigned int
49017 8-bit unsigned int
49018 8-bit unsigned int
49019 8-bit unsigned int
49020 8-bit unsigned int
SYSTEM_DIAG.ADDITIONAL_STATUS_6 49021 8-bit unsigned int
SYSTEM_DIAG.ADDITIONAL_STATUS_7 49022 8-bit unsigned int
SYSTEM_DIAG.ADDITIONAL_STATUS_8 49023 8-bit unsigned int
SYSTEM_DIAG.ADDITIONAL_STATUS_9 49024 8-bit unsigned int
SYSTEM_DIAG.ADDITIONAL_STATUS_10 49025 8-bit unsigned int
SYSTEM_DIAG.ADDITIONAL_STATUS_11 49026 8-bit unsigned int
SYSTEM_DIAG.ADDITIONAL_STATUS_12 49027 8-bit unsigned int
SYSTEM_DIAG.UNREACHABLE 49028 32-bitint
SYSTEM_DIAG.UPTIME 49029 32-bitint
SYSTEM_DIAG.TEST_BOOLEAN 49031 Boolean
SYSTEM_DIAG.TEST_BYTE 49032 8-bitint
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Table 5-2: Predefined Modbus Registers (continued)

Description Register Data type
SYSTEM_DIAG.TEST_UNSIGNED_BYTE 49033 8-bit unsigned int
SYSTEM_DIAG.TEST_SHORT 49034 16-bitint
SYSTEM_DIAG.TEST_UNSIGNED_SHORT 49035 16-bit unsigned int
SYSTEM_DIAG.TEST_INT 49036 32-bitint
SYSTEM_DIAG.TEST_UNSIGNED_INT 49038 32-bit unsigned int
SYSTEM_DIAG.TEST_FLOAT 49040 32-bit float

5.5 EtherNet/IP

5.5.1 EtherNet/IP Communication setti
It is important that the Ethernet/IP communicatjon setti n the Gateway match the

setting in the Ethernet/IP master or client. Refer fg,host$ystem documentation for more

information on how to configure these setti e Emerson Wireless Gateway

Integration Reference Manual for Eth&& ThaEthernet/IP communication settings
in

can be found by navigating to Syst — Protocols — EtherNet/[IP. Network
architectures should reflect that o aV¥system see #unique_72/
unique_72_Connect_42_Ram

Note
Ethernet/IP can be integra @ any approved Ethernet/IP ODVA member. Other
protocols such as H 3 functional within the Gateway. See the Emerson Wireless

Gateway Product Data She®t for ordering options.
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Figure 5-7: Ethernet/IP Communications Page

4
[EMERSON. Smart Wireless Gateway admin  About | Hep | Legeut

Home  Devices ettings = Nefwork Informaton
System Scifings >> Protocols = EthemetIP

Gateway
Network Ethernet/IP
Protocols Ethernet/IP Member Map

Add New Entry | Show/Hide System Members
Add All PV

Input Instance (DEC)  Output Instance (DEC)  Member Point Name

No results found.

[ESSTERSSNE Export Mappings |

0-0 of 0 results «cirn B v

EtherNet/IP Communication

Assembly Object Type  Static
EtherNet/IP TCP Port 44818
EtherNet/IP UDP Port  44818,2222

Incorporate values associated status as ermor?
® Yes O No

Value reported for error (floating point)
NaN © Infinity © -Infinity ® Other (32767 |

Value reported for error (native integer) 32727

Save Changes

Terms Descriptiof

@ Static assembly object.

CPPort used to access Ethernet/IP TCP data directly from the Gateway.

Assembly Object | Etherne
Type
Ethernet/IP TCP

UDP Ports used to access Ethernet/IP UDP data directly from the Gateway.

If the HART variable status indicates a critical failure or if there is a loss of
communications, it will be reported through the Ethernet/IP member.

Value reported for | Chooses what value is reported if the value’s associated status indicates a

error (floating critical failure. Only used if the Gateway is using float representation

point)

NaN Not a number is reported if the value’s associated status indicates a critical
failure.

+Inf Positive infinity is reported if the value’s associated status indicates a critical
failure.

-Inf Negative infinity is reported if the value’s associated status indicates a critical
failure.

Other User defined value is reported if the value’s associated status indicates a

critical failure.
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Table 5-3: System Settings>Protocols>EtherNet|[IP (continued)

Terms Description

Value reported for | User defined value is reported if the value’s associated status indicates a
error (native critical failure. Only used if the Gateway is using integer representation.
integer)

Unmapped parameter read response?: This is the value returned by the Gateway if the
Ethernet/IP master requests a register with no data assigned to it (empty register). It is
recommended this be set to zero fill to prevent errors.

5.5.2 Parameter mapping

Register Mapping is the process of assigning data points fro
Ethernet/IP registers. These registers can then be read by a §
Ethernet/IP register mapping can be found by navigatin ‘
— EtherNet/IP — EtherNet/IP Member Map.

ireless field devices to
IP master or client.
Settings — Protocols

Figure 5-8: Ethernet|IP Register Map Page

L4
[EMERSON. Smart Wireless Gateway admin  About | Hep | Logout

Home  Devices  SystemSc = Nefwork Informaton
System Scifings >> Protocols = EthemetIP

Gateway
Network

Protocols

[ESSTSRSSREE Export Mappings.

fe (DEC)  OutputInstance (DEC)  Member Point Name
101 1

EtherNet/IP Communication

Assembly Object Type  Static
EtherNet/|P TCP Port 44818
EtherNet/IP UDP Port  44818.2222

Incorporate values associated status as emor?
® Yes O No

Value reported for error (floating point)
NaN © Infinity © -Infinity © Other 32767

Value reported for error (native integer) (32727

Table 5-4: Summary of Terms Used for the Ethernet/IP Mapping Page

Terms Description

Input Instance | Ethernet/IP Input Static Assembly Instance - 496 bytes

Output Ethernet/IP Output Static Assembly Instance - 496 bytes
Instance
Member Ethernet/IP Instance Member in which data will get produced or consumed

Point Name Assigned data point in the format HARTtag.parameter
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Table 5-4: Summary of Terms Used for the Ethernet/IP Mapping Page (continued)
Terms Description
New entry Creates a new entry in this table
<<First Navigates to the first page of this table
<<Previous Navigates to the previous page of this table
Search Finds the next occurrence of the characters entered into this field
Next>> Navigates to the next page of this table
Last>> Navigates to the last page of this table
Delete Removes the selected entry from this table
Selected
Select All Selects all table entries
Select None De-selects all table entries
Select Errors | Selects all table entries that have an error g
Submit Accepts all changes (highlighted in yello
Add a new data point o
To add a new data point to the Ethe% er map:
Procedure Q
1. Select New entry.
2. Complete all of the @ tries for the new data point (note that the entry
columns may yary bgsedon the Ethernet/IP communications settings).
3. Repeatfo pewdata point.
4. SeldetS
5. ¢When have been accepted, select Return to form.
able 5-1 for options of parameters that can be mapped.
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6 Troubleshooting

6.1 Service support

Note
For more information see the Emerson Wireless Gateway User Interface Terminology
Guide.

This section provides basic troubleshooting tips for the Emerson Wireless Field Network.
To receive technical support by phone:

Global Service Center Software and Integration Support
United States 1-800-833-8314 International +63-2-702-111

Customer Central Technical Support, quoting, and ord% estions

United States 1-800-999-9307 (7:00 a.m. to 7:00 ia Pacific 65-6777-8211
Europe/ Middle East/Africa 49-8153-9390

Or email the wireless specialists at: Speciali ir .EPM-RTC@Emerson.com
North American Response Center ¢ Q

Equipment service needs \}

1-800-654-7768 (24 hours—inclfides®€anada)

Outside of the United StaUO t your local Emerson representative.

6.2 Troublesh@g Tables

Table 6-14fro oting Initial Connection
Iss roubleshooting steps
Webjbrowser 1. Connect the Gateway and PC/laptop.
retur ot

2. Verify the Gateway is properly powered, 24 VDC (nominal) and 250 mA.

found
oun Open the upper cover and verify if any indicator lights are on.

3. Verify which Ethernet port is being used on the Gateway.

4. Verify the IP address for the Gateway (default primary port is
192.168.1.10, default secondary portis 192.168.2.10 or for DeltaV Ready
Gateway’s default primary port is 10.5.255.254, default secondary port is
10.9.255.254).

5. Verify the IP address of the PC/laptop is in the same subnet range as the
Gateway (i.e. If the Gateway IPis 155.177.0.xxx, then the PC/Lap IP
address should be 155.177.0.yyy).

6. Disable internet browser proxy settings.
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Table 6-1: Troubleshooting Initial Connection (continued)
Issue Troubleshooting steps
Can not find 1. Verify the IP address of the PC/laptop is in the same subnet range as the
Gateway after Gateway (i.e. If the Gateway IPis 155.177.0.xxx, then the PC/Lap IP
changing IP address should be 155.177.0.yyy).
address
Can not find 1. Verify which Ethernet port is being used on the Gateway.
Gat i
S:cs\[:vdagrl;smg 2. Verify the IP address for the Gateway (default primary port is
Ethernet Port 192.168.1.10, default secondary portis 192.168.2.10).
3. Verify the IP address of the PC/laptop is in the same subnet range as the
Gateway (i.e. If the Gateway IPis 155.177.0.xxx, then the PC/Lap IP
address should be 155.177.0.yyy).
Can not log into 1. Verify the user name and password. The
the Gateway admin and the default password is
Table 6-2: Troubleshooting AMS Wireless Config
Issue Troubleshooting steps
Gateway does not | 1. Verify the Secufity S
appear in AMS Wireless Confi
Wirel
Colgefizzsrator 2. interfacg u§ing the Network Configuration
n 4: Commissioning.
3 ireless network interface is configured for Secure Gateway
re/unsecure AMS Wireless Configurator protocol settings in
the Gateway. Log on to the Gateway and navigate to SETUP > SECURITY >
OcCOLs.
Restart AMS Wireless Configurator data server. Right click on AMS
Wireless Configurator server icon in the Windows system tray (lower right
corner) and select stop server.
1. Verify wireless devices are connected to the Gateway. Log on to the
do not appear Gateway and navigate to EXPLORER.
under the 2. Right click on wirel k and select rebuild hierarch
Gateway . Right click on wireless network and select rebuild hierarchy.
Wireless device 1. Install latest device support files from AMS Wireless Configurator. Go to
appears with red Emerson.com/Automation/AMS.
HART® symbol
Device 1. Verify whether current or historical information is being displayed. This
configuration setting is displayed at the bottom of each device configuration screen.
items are grayed Configuration requires the Current setting.
t
ou 2. For security purposes a configuration timeout is applied to sessions that
have been idle for more than 30 minutes. Log back into AMS Wireless
Configurator.
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Table 6-3: Troubleshooting Wireless Field Devices

Issue Troubleshooting steps
Wireless device 1. Verify the device has power.
d t
o;)ishg?\ei\?vzflir 2. Verify the device is within effect communications range.
3. Verify the proper Network ID has been entered into the device.
Wireless device 1. Re-enter the Network ID and Join Key into the device.
appears in the join
failure list
Wireless device 1. Verify the total number of devices on the network (100 max).
ith
D o 2. Go to SETUP — NETWORK — BANDWIDTH and click analyze bandwidth.
(Note: any changes will require the netwo reform)
3. Reduce the update rate for the device.

Issue

Can not communicate
using Modbus RTU

ination is required.

A wWN

odbus serial communications setting in the Gateway

ate’to SETUP — MODBUS — COMMUNICATIONS.
the Modbus address for the Gateway.

erify Modbus register mapping in the Gateway. Log on to the
Gateway and navigate to SETUP — MODBUS — MAPPING.

. Verify secure [ unsecure Modbus protocol settings in the Gateway.
Log on to the Gateway and navigate to SETUP — SECURITY —
PROTOCOLS.

. Verify the Modbus TCP communications settings in the Gateway.
Log on to the Gateway and navigate to SETUP — MODBUS —
COMMUNICATIONS.

3. Verify Modbus register mapping in the Gateway. Log on to the
Gateway and navigate to SETUP — MODBUS — MAPPING.
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Table 6-4: Troubleshooting Modbus Communications (continued)
Issue Troubleshooting steps
Can not communicate 1. Verify the Security Setup Utility has been installed.
i Modb
#239 secure Modbus 2. Configure a Secure Modbus Proxy for the Gateway. See Section 4:
Commissioning.
3. Verify secure/unsecure Modbus protocol settings in the Gateway.
Log on to the Gateway and navigate to SETUP — SECURITY —
PROTOCOLS.
4. Verify the Modbus TCP communications settings in the Gateway.
Log on to the Gateway and navigate to SETUP — MODBUS —
COMMUNICATIONS.
5. Verify Modbus register mapping in thel@ateway. Log on to the
Gateway and navigate to SETUP — @ — MAPPING.
Table 6-5: Troubleshooting OPC Communicatio '
Issue Troubleshooting
OPC application can not find a 1. Verify t yiSetup Utility has been installed on the
Gateway OPC server safh C application.
2. & PC proxy for the Gateway. See Section 4:
isstoning.
Gateway OPC server does not Configure an OPC proxy for the Gateway. See Section 4:
show any Gateways ommissioning.
Gateway OPC server d o . Configure the Gateway OPC Browse Tree. Log on to the
show any data tags Gateway and navigate to SETUP — OPC — OPC BROWSE
TREE.
¢ 2. Verify the connection status for the OPC proxy in the
Security Setup Utility.
3. Verify if the OPC proxy is configured for secure or unsecure
communications.
4. Verify secure/unsecure OPC protocol settings in the
Gateway. Log on to the Gateway and navigate to SETUP —
SECURITY — PROTOCOLS.
5. Verify network firewall and port settings.
Table 6-6: Troubleshooting EtherNet|IP
Issue Troubleshooting steps
The Gateway is not publishing 1. Verify connection is established with Ethernet/IP. Navigate
the parameters to SETUP — SECURITY — PROTOCOLS.
2. Reference Emerson Wireless Gateway to Allen-Bradley®
Integration Manual.
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6.3 Return of materials
To expedite the return process outside of North America, contact your Emerson
representative.

Within the United States, call the Emerson Response Center toll-free number
1-800-654-7768. The center, which is available 24 hours a day, will assist you with any
needed information or materials.

The center will ask for product model and serial numbers, and will provide a Return
Material Authorization (RMA) number. The center will also ask for the process material to
which the product was last exposed.

Individuals who handle products exposed to a hazardous sub
are informed of, and understand, the hazard. If the product b
a hazardous substance as defined by OSHA, a copy of
Sheet (MSDS) for each hazardous substance identifjed
goods.

stanee can avoid injury if they
% pturned was exposed to
ed Material Safety Data

included with the returned

>
)
W
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7 Glossary

This glossary defines terms used throughout this manual or that appear in the web
interface of the Emerson™ Wireless 1420 Gateway (Gateway).

Term Definition

Access Control List Alist of all devices that are approved to join the network. Each device will
also have a unique join key. Also referred to as a white list.

Active Advertising An operational state of the network manager that causes the entire
wireless field network to send messages looking for new or unreachable
devices to join the network.

Baud Rate Communication speed for Modbus® RTU

Burst Rate The interval in which a wireless field devi@

Certificate A digital signature used to aut
encrypted communication

Connectivity Typically refers to a cog
reliability of a wigele

Device ID A hexidecimal™up at provides unique device identification.

DHCP Dynamigff

anfiguration Protocol: Used to automatically configure
ters of a device.

Domain esignator on the internet comprised of symbols separated by

Gateway

HART Tag ®

Refgrs to the Smart Wireless Gateway.

The device’s electronic tag that the Gateway uses for all host integration
mapping. Refers to the HART® long tag (32 characters, used for HART 6 or
7 devices) or the HART message (32 characters, only used for HART 5
wired devices connected via a WirelessHART® adapter).

Host A unique designator in a domain associated with the IP address of a
device such as: device.this.domain.com. In that example the hostname is
device.

HTML Hyper Text Markup Language: The file format used to define pages
viewed with a web browser.

HTTP Hyper Text Transfer Protocol: The protocol that defines how a web server
sends and receives data to and from a web browser.

HTTPS HTTP over an encrypted Secure Sockets Layer (SSL).

Join Failure When a wireless field device fails to join the WirelessHART network. Most

join failures are due to security reasons (missing or incorrect join key, not
on access control list, etc.).

Join Key Hexadecimal security code that allows wireless field devices to join the
wireless field network. This code must be identical in the device and the
Gateway.
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Term Definition

Latency The time from when a message leaves a wireless field device until it
reaches the Gateway.

Netmask A string of 1's and 0's that mask out or hide the network portion of an IP
address leaving only the host component.

Network I.D. Numeric code that associates wireless field devices to the Gateway. This
code must be identical in the device and the Gateway.

Network Manager Operational function within the Gateway that automatically handles all
device connections and scheduling of wireless data.

NTP Network Time Protocol. Used to keep the system time synchronized with
a network time server.

Path A wireless connection between two devic wireless network. Also
referred to as a hop.

Path Stability A measure of connectivity betwee in the wireless network.
Calculated as the ratio of the num réceived messages over the
number of expected messages®

Primary Interface Ethernet 1 or Fiber Optic porythat jstised for primary host
communications.

Private Network/LAN | A local connegtio en a Gateway and a PC/laptop. This network is
used for com d configuration of the Gateway.

Reliability A measurg ity between the Gateway and a wireless field

i d as the ratio of the number of received messages over
of expected messages. Takes into account all paths.

RSSI gnal strength indication (dBm) for the wireless field device.

Secondary Interface ‘ Ethernet 2 port used for backup connection or a maintenance port for
A software application that enables secure communications between the
Gateway and host system, asset management software, data historians,
or other applications.

Mesh network technology in which a network manager automatically
handles all device connections and scheduling of wireless data.

Service Denied The device has been denied bandwidth and can not publish its reqular
updates.

TCP/IP Transmission Control Protocol/Internet Protocol. The protocol that
specifies how data is transmitted over Ethernet.

Update Rate The interval in which a wireless field device transmits measurement and
status data to the Gateway. Same as Burst Rate.

Wireless Field WirelessHART field devices that are a part of the wireless field network.

Device(s)

Wireless Field Network | WirelessHART network, consisting of Gateway and multiple wireless field
devices.

Wireless Plant Network | Industrial Wi-Fi network, used to integrate the Wireless Field Network
into the control network.
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A Specifications and Reference Data

A.1 Functional specifications

A.1.1 Input power

10.5-30 VDC (must be a Class 2 power supply)

A.1.2 Power over Ethernet

Note
The current consumption is for Gateway operation only. If u @ calculations will need
to be made to include the device being powered.

Input voltage
Normal Operation (no PSE or IEEE 802.3af): — C
PoE + PSE Operation (IEEE 802.3at):1’.\\ D

A.1.3 Current draw
Operating current draw is 3.6 Watts power consumption.

Operating

A. Current (mA)
B. Voltage (VDC)

Momentary startup current draw up to twice operating current draw.

A1.4 Radio frequency power output from antenna
Maximum of 10 mW (10 dBm) EIRP
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A.1.5

A.1.6

A.1.7

A.2

A.2.1

A.2.2

66

Maximum of 40 mW (16 dBm) EIRP for WN2 High Gain option

Environmental

Operating temperature range
-40to 158 °F (-40 to 70 °C)
Operating humidity range
10-90 percent relative humidity

EMC performance

Meets all industrial environment requirements of EN61326 a
deviation <1% span during EMC disturbance.

MUR NE-21. Maximum

Note
During surge event, device may exceed maximum
device will self-recover and return to normal operati

on limit or reset; however,
n specified start-up time.

Antenna options *

Integrated Omni-directional Anten remote mount Omni-directional Antenna

Physical spea@Qm

Weight

101b. (4.5¢kg®
}construction
sine

Low-copper aluminum, NEMA® 4X

Paint

Polyurethane

Cover gasket

Silicone Rubber

Antenna
Integrated Antenna: PBT/PC

Remote Antenna: Fiber Glass
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Certifications
Class | Division 2 (U.S.)
Equivalent Worldwide

A3 Communication specifications

A.3.1 Isolated RS485

2-wire communication link for Modbus® RTU multidrop connections
Baud rate: 57600, 38400, 19200, or 9600
Protocol: Modbus RTU

Wiring: Single twisted shielded pair, 18 AWG. Wiring distan @ droximately 4000 ft
(1,524 m)

A.3.2 Ethernet 0
10/100base-TX Ethernet communica@on Q
Protocols: Modbus TCP, OPC, Ether & T-IP™, https (for Web Interface)
Wiring: Cat5E shielded cable K

Wiring distance: 328 ft (100 mQ

A.3.3 Modbus

Supports Modb ndModbus TCP with 32-bit floating point values, integers, and
scaled integer
;

Modb, user-specified.
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A.3.4 OPC
OPCserver supports OPCDA V2, v3

A.3.5 EtherNet/IP
Supports EtherNet/IP protocol with 32-bit Floating Point values and Integers. EtherNet/IP
Assembly Input-Output instances are user configurable. EtherNet/IP specifications are
managed and distributed by ODVA.

A.4 Self-organizing network specifications

A.4.1 Protocol
IEC 62591 (WirelessHART®), 2.4 - 2.5 GHz DSSS. @

A.4.2 Maximum network size 0
100 wireless devices at eight secondsgp0 wireleS§devices at four seconds. 25 wireless
devices at two seconds. 12 wireless e& one'seconds.

A.4.3 Supported device tes
1,2,4,8,16,32 secondSLQ inutes

A.4.4 Network sizeﬁt) cy
100 Devices: | seconds 50 Devices: less than five seconds.

A.4.5 lity

A.5 System security specifications

A.5.1 Ethernet security specifications
Secure Sockets Layer (SSL) enabled (default) TCP/IP communications

A.5.2 Gateway access
Role-based Access Control (RBAC) including Administrator, Maintenance, Operator, and
Executive. Administrator has complete control of the Gateway and connections to host
systems and the self-organizing network.
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A.5.3 Self-organizing network

AES-128 Encrypted WirelessHART, including individual session keys. Drag and drop device
provisioning, including unique join keys and white listing.

A.5.4 Internal firewall

User Configurable TCP ports for communications protocols, including Enable/Disable and
user specified port numbers. Inspects both incoming and outgoing packets.

A.5.5 Third party certification

Waurldtech: Achilles Level 1 certified for network resiliency

National Institute of Standards and Technology (NIST): Adva
(AES) Algorithm conforming to Federal Information Processi
(FIPS-197).

pcryption Standard
dard Publication 197
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A.6 Dimensional drawings

Figure A-1: Gateway
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Figure A-2: Remote Omni-Antenna Kit

WL2 WL3 w4 WN2
=
N-
|
_—
D—__

F. 50ft. (15,2 m) cable
G. 30ft. (9,1 m)cable
H. 40ft. (12,2 m) cable
I. 25ft. (7,6 m) cable

A.6.1 Remote omni-antenna kit

The remote omni-antenna kit includes sealant tape for remote antenna connection, as
well as mounting brackets for the antenna, lightning arrestor, and the Smart Wireless
Gateway.

Lightning protection is included on all the options. WL3 and WL4 provide lightning
protection along with the ability to have the Gateway mounted indoors, the antenna
mounted outdoors, and the lightning arrestor mounted at the building egress.
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Note

The coaxial cables on the remote antenna options WL3 and WL4 are interchangeable for

installation convenience.

Ordering information

Table A-1: Emerson Wireless 1420 Gateway Ordering Information

The starred offerings (%) represent the most common options and should be selected for best
delivery. The non-starred offerings are subject to additional delivery lead time.

Model Product Description

1420 Smart Wireless Gateway

Power Input

A 24 VDC nominal (10.5-30 VDC) *

Ethernet Communications - Physical Connection

1M @) Ethernet *

23)(4) Dual Ethernet *

Wireless Update Rate, Operating Freqdenc

A3 *

Serial Communication

N *

AB) *

Ethernet Communica

2 *

L 3 RT-IP

4 ebserver, Modbus TCP/IP, AMS Wireless Configurator ready, *
HART-IP, OPC

5(6) DeltaV" ready *

6(6) Ovation" ready *

8 Webserver, EtherNet/IP, AMS Wireless Configurator ready, *
HART-IP

9 Webserver, EtherNet/IP, Modbus TCP/IP, AMS Wireless *
Configurator ready, HART-IP

Options (include with selected model number)

Product Certifications

N5 U.S.A. Division 2 *

N6 CSA Division 2, Non-incendive *

N1 ATEX Type n *

ND() ATEX Dust *
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Table A-1: Emerson Wireless 1420 Gateway Ordering Information (continued)

N7(7) IECEx Type n *
NF() IECEX Dust *
KD(7) FM & CSA Division 2, Non-incendive and ATEX Type n *
N3(7) China Typen *
N4(7) TIIS Type n *
NM Technical Regulation Customs Union (EAC) Type N *
Redundancy Options(®) (9) (10)

RD Gateway redundancy *
Adapters

)1 CM 20 conduit adapters *
2 PG 13.5 conduit adapters *
3 NPT conduit adapters *
Antenna Options(1)

WL2 Remote antenna kit, 50, able, lightning arrestor *
WL3 )and 30 ft. (9,1 m) cables *
WL4 gnnakit, TOft. (3,0 m) and 40 ft. (12,2 m) cables, *

(3)
(4) @8
(®)
(6)

(7)
the device is compatible with POE.
(8) Requires the selection of Dual Ethernet option code 2.
(9) Not available with DeltaV Ready option code 5.
(10) Not available with EtherNet/IP option codes 8 and 9.

(11) The WL2, WL3, WL4, and WN2 options require minor assembly.

(12) Not available in all countries.

Accessories and spare parts

Table A-2: Accessories

Optlo may or may not come Wlth POE. See termmal block conflguratlon for determination if

Item description

Part number

AMS Wireless SNAP-ON™, 1 Gateway license

01420-1644-000

1
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Table A-2: Accessories (continued)
Item description Part number
AMS Wireless SNAP-ON, 5 Gateway licenses 01420-1644-000
2
AMS Wireless SNAP-ON, 10 Gateway licenses 01420-1644-000
3
AMS Wireless SNAP-ON, 5-10 Upgrade licenses 01420-1644-000
4
Serial Port HART modem and cables only 03095-5105-000
1
USB Port HART modem and cables only 03095-5105-000
2
Table A-3: Spare Parts
Item description Part number
Spare kit, WL2 replacement(!), Remote antenna, 50 cable, and 01420-1615-030
Lightning arrestor 2
Spare kit, WL3 replacement(!), Remote afiten t(6,1/9,1 m) cables, |01420-1615-030
and Lightning arrestor 3
Spare kit, WL4 replacement(!), Rem 0/40 ft (3,0/12,2 m) cables, |01420-1615-030
and Lightning arrestor 4
Spare kit, WN2 replacement( in, Remote antenna, 25 ft (7,6 m) 01420-1615-040
cable, and Lightning arrest 2
(1) Can not upgrade fr remote antenna.
(2) Not available in all
0\6
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B Product Certifications

Rev 2.0

B.1 European directive information

A copy of the EU Declaration of Conformity can be found at the end of the Quick Start
Guide. The most recent revision of the EU Declaration of Conformity can be found at
Emerson.com/Rosemount.

B.2 Telecommunication Compliancé

All wireless devices require certification to ensure that they ato regulations
regarding the use of the RF spectrum. Nearly every co s this type of product
certification. Emerson™ is working with governmental Ci@s around the world to supply
fully compliant products and remove the risk of violati try directives or laws
governing wireless device usage.

B.3 FCCand IC ’:&}?

This device complies with Part 1 ules. Operation is subject to the following
conditions: This device may nog€ausetharmful interference. This device must accept any

interference received, including rference that may cause undesired operation. This
device must be installed t @ .
all persons.

minimum antenna separation distance of 20 cm from
B.4 Ordi ation certification

ransmitter has been examined and tested to determine that the design
asic electrical, mechanical, and fire protection requirements by a nationally
gest laboratory (NRTL) as accredited by the Federal Occupational Safety and
Health Administration (OSHA).

1

B.5 Installing Equipment in North America

The US National Electrical Code® (NEC) and the Canadian Electrical Code (CEC) permit the
use of Division marked equipment in Zones and Zone marked equipment in Divisions. The
markings must be suitable for the area classification, gas, and temperature class. This
information is clearly defined in the respective codes.

B.6 USA

N5 U.S.A. Division 2
Certificate: CSA 70010780
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B.7

B.8
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Standards: FM Class 3600 - 2011, FM Class 3611 - 2004, FM Class 3616 - 2011, UL 50 -
11t Ed, ANSI/ISA61010-1-2012

Markings: NICL1,DIV2,GPA,B, C, D T4; Suitable foruse in CLII, lll, DIV2,GP F, G T4;
T4 (-40 °C < T, < 60 °C) Nonincendive outputs to remote antenna when
connected per Rosemount drawing 01420-1011; Type 4X

Special Conditions for Safe Use (X):

1. Explosion Hazard. Do not disconnect equipment when a flammable or combustible
atmosphere is present.

Canada

N6 Canada Division 2
Certificate: CSA70010780

Standards: CAN/CSA C22.2 No.0-M91 (R2001), d C22.2 No. 94-M91
(R2001), CSA Std C22.2 No. 142-M198 Std C22.2 No. 213-M1987,

CSAC22.2No.61010-1 - 201
Markings: Suitable for Class 1, Divisiorn®, Grotips A, B, C, and D, T4; when connected
per Rosemount draw% 011; Type 4X
Special Conditions for Safe Us

1. Explosion Hazard. Dogot disconnect equipment when a flammable or combustible
atmosphere is pres@

seefa07ATEX0056X
EN 60079-0: 2012, EN 60079-15: 2010
Markings: &3 GEXNAIICT4 Ge, T4(-40°C< T, < +65 °C), Vax = 28Vdc

Special Conditions for Safe Use (X):

1. The equipment is not capable of withstanding the 500 V insulation test required by
clause 6.5.1 of EN 60079-15:2010. This must be taken into account when installing
the equipment.

2. The surface resistivity of the antenna is greater than 1 GQ. To avoid electrostatic
charge build-up, it must not be rubbed with a dry cloth or cleaned with solvents.

ND ATEX Dust
Certificate: BaseefaO7ATEX0057X
Standards: EN 60079-0: 2012, EN 60079-31: 2009
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Markings: ®&II3DExtcllICTI35°CDc, (-40°C< T, < +65°C)

Special Conditions for Safe Use (X):

1. The surface resistivity of the antenna is greater than 1 GQ. To avoid electrostatic
charge build-up, it must not be rubbed with a dry cloth or cleaned with solvents.

B.9 International

N7 IECEx Type n

Certificate: IECEx BAS 07.0012X
Standards: IEC 60079-0: 2011, IEC 60079-15: 2010
Markings: ExnAIICT4 Gc, T4(-40°C< T, < +65°C),

Special Conditions for Safe Use (X): Q
1. The apparatus is not capable of withstanding electrical strength test as

defined in Clause 6.5.1 of IEC 60079-15:201 2. must be taken into account
during installation.

2. The surface resistivity of the n? redter than 1 GQ. To avoid electrostatic
charge build-up, it must not% ith a dry cloth or cleaned with solvents.

NF IECEx Dust

Markings: tcICT135°CDc, (-40°C< T, < +65°C)

Certificate: IEC 013X
Standards: 6 :2011,IEC60079-31: 2008
X

Special cohdi Safe Use (X):

resistivity of the antenna is greater than 1 GQ. To avoid electrostatic
@build-up, it must not be rubbed with a dry cloth or cleaned with solvents.

B.10 Brazi

N2 UL-BR 15.0350X

Certificate: UL-BR 15.0350X
Standards: ABNT NBRIEC 60079-0:2008 + Errata 1:2011, [EC60079-15:2012
Markings:  ExnAIlICT4 Gc, T4(-40°C< T, < +65°C)

Special Conditions for Safe Use (X):

1. See certificate for special conditions.
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B.11 China
N3 China Typen
Certificate: CNEx16.1795X
Standards: GB3836.1-2010, GB3836.8 -2014
Markings: Ex nA IIC T4 Gc, T4(-40°C_+65°C)
Special Conditions for Safe Use (X):
1. See certificate for special conditions.
B.12 Japan
N4 TIIS Type n
Certificate: T64855
Markings: Ex nA
B.13 EAC - Belarus, Kaz P& Russia
NM Technical Regulation Cusg@ms @nioh (EAC) Type n
Certificate: .00578
Markings: X; T4(-40 °C < T, < +65 °C) IP66
SpeC|aI Condl Use (X):
See C @r special conditions.
B.14 Ca q} ation
KD Combination of N1, N5, and N6
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C DeltaV" Ready

C.1 Overview

Native integration with DeltaV enables the Emerson™ Wireless 1420 Gateway (Gateway) to
be autosensed and easily commissioned for seamless integration with all DeltaV
applications: Explorer, Diagnostics, and Control Studio. WirelessHART® devices can be
easily added to the wireless field network and then reconciled through DeltaV Explorer and
assigned to analog channels through drag and drop assignment.

C.2 Latency considerations in contrghlogic design
and operation
Since the DeltaV wireless /O scanner software req s@es for of the devices each
second, DeltaV receives updates on a particular fiel nce every five seconds. That
is not necessarily synchronized with the update 0 field device. Also, there is some
latency between when the field device tak ample and when it is permitted to
pass its value onto the wireless netwofk s update responses can also increase latency
in some instances. So for example, ice Wpdates once every eight seconds, and
wireless network latency is two seco th&lamount of time that could pass between
when an event occurred in the fi d Défore it is available to the DeltaV 1/O bus is
between zero and 15 (8+2+5) segonds®he update period of the DeltaV control module

should be added to that tofal te rmine the range of latencies before an event in the
field can be acted upon b trol system.

Operators should be aware that the update rate of wireless measurements on
operator scree hat slower than those from wired devices. For example, if the
operator ifiitia e movement, it can be five to 15 seconds before confirming
feedbaglea rs e operator screen. Any control logic designed along the same

i uldhalso take the update rates and latencies into account as well.

C3 Req

DeltaV

ements

Version 10.3 or newer.

Gateway

DeltaV Ready option (Data Protocol option 5). See Ordering information.

C4 Mounting and connecting

Mount the DeltaV Ready Gateway in the same manner as a standard Gateway. (Mounting).
The Gateway should be mounted in a location that allows convenient access to the DeltaV
control network as well as the wireless field network.
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Connect the Gateway’s primary Ethernet port (Ethernet 1) into the DeltaV primary control
network. If the dual Ethernet option (Physical Connection code 2) was ordered with the

Gateway, connect the secondary Ethernet port (Ethernet 2) into the DeltaV secondary
control network.

Figure C-1: Delta V Control Network Architecture

A

B C
_____ ,i____[_)___ S
L 2
A. Pro+ engineering station \
B. Primary control network
C. Secondary control networ]
D. Controller and I/O
E. Gateway

C.5

eway is pre-configured for use on the DeltaV control network. In the
ication, the Gateway will automatically appear in the Decommissioned

C.5.1 Setup'a wireless network
To setup a wireless network will require three steps:
Procedure

1. Commission the Gateway.
2. Assign wireless device tags.
3. Assign Gateway to controller and download.
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Figure C-2: Decommissioned Nodes Folder within DeltaV Explorer

£, Exploring DeltaV.
Fie Edt View Object spplicstions Took Help

[ pecommissioncd tiodes v EAEHRLDD X & E\IEWE& WMES @I odl?

ot Containers

[ Detav_System

Library
=L System Configuration

+ Recipes
P setup
-8 Control Strategies

- cTiR-niecsC
- USRTC-DELTAY

U8

Bz remote 1O Metwork
gy Wireless Gateway Metwork
- fr SIS Network.

For Help, press F1

/ l(untents of ‘Decommissioned Kadss' \
1§ we-F1s7ES
New Wireless
Gateway
User: ADMINISTRATOR. | 1 object(s) Configure non-515. Download nan-51S UM

C.5.2

i 0, RT>PROGRAMS>DELTAV>ENGINEERING> DELTAV EXPLORE to
h eltaV Explorer application.

the folder SYSTEM CONFIGURATION >PHYSICAL
ORK>DECOMMISSIONED NODES.

3. Right click on the Smart Wireless Gateway and select Commission.
4. Enter a name for the Gateway and select OK.
5. Select YES when prompted to Auto-Sense Wireless Gateway.

At this time the Reconcile I/O window will appear. The purpose of this screen is to
assign WirelessHART devices to DeltaV I/O channel. This allows the wireless device
to be referenced in other DeltaV applications like Control Studio.
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Figure C-3: Assign WirelessHART Devices to DeltaV /O Channel

Reconcile /O rz|
[+]4
Wireless Gateway: WG-F187ES Unassigned Wireless HART Devices can be assigned to Channels through drag-and-drop _
or by invoking the context menu. The Bind by Tag button will match device tags to -
Cloud: cot configured Device Tag.
Channels: Unassigned Wireless HART Devices:
State  Chanmel Mame | Device Tag Sensed Tag = Typi Ref
cHot ESCOLCHOL < Bind by Tag 543 ART H?
CHOZ JESCO1CHOZ 30515 WirelessHARTHF 1
CHO3 FESCOLCHOS =
CHO4 FESCO1CHO4
CHOS FESCOL1CHOS
CHOE JESCOLCHDE
CHO? FESCOLCHOT
CHO3 FESCOLCHOS
CHO9 FESCOL1CHOS
CHL0 JESCOLCHID
CHI1 FESCOLCHIL
CHiz FESCOLCHIZ
CHL3 FESCOL1CHLS
CH14 JESCOLCHLI4
CHIS FESCOLCHIS
CHiB FESCOLCHIA
CHI? FESCOLCHIT
CH18 JESCOLCHLE b
< I 3 )
Assign wireless dev@;s
Assign wireless device tag @ he following procedure:
Procedure
1. Dragan essHART device from the Unassigned Wireless HART Devices:

h annels: list.

ocess for each wireless device until all have been assigned.

list to,

DK to continue.

Assign the gateway to a DeltaV controller

Next the Gateway will need to be assigned to a DeltaV Controller and download all. Assign
and download the Gateway using the following procedure:

Procedure

Right click on the Gateway and select Assign...

Use the browse window and select the desired controller.

Select OK to close the assignment window.

Right click on the Gateway and select Download.

Follow the download dialog.

Select OK to close the download window.

ou hk wnN =
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Example

Figure C-4: Gateway Context Menu (Right Click)

Explore

Goto Wireless HART Gateway Assignment

Update Download Status
Download 4
Yerify without download

Diagnose

Commissior
Decommission

Wireless Gateway Web Interface

Configure IjO

Now the Gateway and wireless device®aré¥ul missioned and available to use in
other DeltaV applications. When n % e added to the wireless network, they will
need to be assigned to DeltaV chan hrough the reconcile process (right click on
Gateway and select configure |
Note

Logging in to the Gatewa @
Gateway is decommi ad, Us
commissioned, right@\
Web Interface. s.

possible using the default TCP/IP network setting. If the
an IP address 10.5.255.254. If the Gateway is
the Gateway in DeltaV Explore and select Wireless Gateway
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D Redundancy

D.1 Overview

Redundancy for the Emerson™ Wireless 1420 Gateway (Gateway) increases the availability
of the wireless field network by providing two sets of physical hardware which operate as a
single Gateway system. This section covers setup and installation of a redundant Gateway
system. It also covers diagnostics and integration to help monitor the health of the
redundant Gateway system.

e Where to mount the respective antennas

e [llustration of maximum redundancy including dual switc d UPS
* Understanding how the fail over works and experience toe

e How to leverage the multimaster capability for Mo imtegrations

D.2 Requirements
L 4

Gateway \m
e Firmware Version4.3.19 or grea re mended

e RD option for Gateway Redwfidan
e Static IP Address

e Must have matchi otocols (e.g. Modbus or OPC) on each Gateway
Host system C

« Ethern& co for Modbus TCP or OPC DA communications
. x connection for Modbus RTU communications

D.3 Setupredundant gateways

When configuring redundant Gateways, it is only necessary to configure one system. The
other Gateway will be configured automatically when it is paired with the first Gateway.

Choose one Gateway as the starter Gateway. For the purposes of this document, it will be
referred to as Gateway A. The other Gateway will be referred to as Gateway B.

D.3.1 Configure redundancy system settings

To configure redundancy system settings:

Procedure

1. Connect a PC/laptop to the Ethernet 1 port on Gateway A.
2. Login using the admin user account.
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3. Navigate to System Settings — Gateway — Redundancy.
* Gateway A’s factory serial number will be assigned to Gateway A.

» Gateway B’s factory serial number will be assigned to Gateway B.

Example

The Gateway names will be used in diagnostic messages and host system integration to
help identify each Gateway. It is recommended that these names be marked on each
physical Gateway, in addition to the configuration settings.

Selecting left or right for Gateway A is for visualization purposes only. It has no effect on
performance or functionality.

Figure D-1: System Settings>Gateway>Redundancy

&
EMERSON. Smart Wireless Gateway admin  About Help | Logout

Home Devices System Settings + Network Information
System Settings >> Gateway >> Redundancy
Gateway

Redundancy System Settings

Redundant Mode ’ Standalone ® Redundant

Network

Protocols

Users
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Figure D-2: Redundancy Status

& )
EMERSON. Smart Wireless Gateway admin  About Help | Logout

Home Devices  System Settings + Network Information
System Settings >> Gateway >> Redundancy Status

Gateway

Redundancy Status

The Gateway with HG Serial No.( 796650 ) is running in Active mode and Gateway with HG Serial No.( 751716 ) is running in Standby
mode

Network
Protocols

Users

D.3.2 Pair both gateways
After the redundancy syst @ ings have been configured, the two Gateways must be
connected and under Pairing process.
To pair both Gat a@orm aredundant system:
Procedurd®
laptop to the primary Ethernet port on Gateway A.
sing the admin user account.

gate to Diagnostics — Advanced — Redundancy Status.

4. Connect the secondary Ethernet port on Gateway A to the secondary Ethernet port
on Gateway B (see Figure D-3, Figure D-3).

5. Adialog will appear on the page; select Form redundant pair.
6. Wait for the Pairing to redundant peer status to turn green.
7. Select Return to page.
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Example

Figure D-3: Redundancy Setup Connections

Gateway A
Gateway B

PC/Laptop

Primary Ethernet @

Secondary Ethernet

Once the Gateways have finished the pairi € ateway A will appear as the current
active Gateway on the left hand side 4h % will be the standby Gateway on the
right (note that left/right hand app&&a e changed on the Redundancy System
Settings page). If significant configu n changes need to be downloaded to the standby

Gateway, it may temporarily go sh@rtly after the pair process is complete. This is
expected behavior and does notepresent instability in the system.

mON®>

D.4 Mounting nections

Redundant Ga similar mounting and connection practices as a standalone
Gateway. ?&K stallation for more information. In addition to the standard practices,
the f i n

ations should be taken when installing redundant Gateways.
D.4.1 Mo Bgtifg

The redundant Gateways should be mounted in a location that allows convenient access
to the process control network as well and provides good coverage for the wireless field
network.

The redundant Gateway antennas should be mounted at the same height and be spaced
between 3-9 ft. (1-3 m) horizontally. This is to ensure that they provide identical coverage
for the wireless field network and to help eliminate coverage gap in the event of a switch
over.

D.4.2 Ethernet

An Ethernet connection to the host system will support Modbus TCP, OPC, AMS™ Wireless
Configurator, and HART-IP" protocols. When using this architecture, connect the
secondary Ethernet port on Gateway A directly to the secondary Ethernet port on Gateway
B. Then connect the primary Ethernet ports for both Gateways to a process control
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network using separate/redundant network switches. See Figure D-4 Ethernet Connection
Architecture.

Figure D-4: Ethernet Connection Architecture
A

~—
—

. Engineering station
. Process control network

A

B

C. Gateway A

D. Gateway B O
E. Pri

F.

net port for each Gateway should be connected to separate network
the same process control network. Consult a control system administrator for
dbout available redundant network switches.

D.4.3 Simplex RS-485

A simplex RS-485 host connection supports Modbus RTU protocol. When using this
architecture, connect the secondary Ethernet port on Gateway A directly to the secondary
Ethernet port on Gateway B. Then wire the RS-485 ports for both Gateways in parallel to a
single serial card at the host system. See Figure D-5 Simplex RS-485 Architecture.
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Figure D-5: Simplex RS-485 Architecture
A

A. Engineering station
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C. Controller and{f{O
D
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F

. Serial car;
. Rs-38
rnet

In eitherag@implex or dual RS-485 architecture, the primary Ethernet ports can be
connected to an asset management network to provide connectivity to AMS Device
Manager or AMS Wireless Configurator.

D.4.4 Dual RS-485

A Dual RS-485 host connection support Modbus RTU protocol. When using this
architecture, connect the secondary Ethernet port on Gateway A directly to the secondary
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Ethernet port on Gateway B. Then wire the RS-485 ports for both Gateways separately to
dual serial cards at the host system. See Figure D-6 Dual RS-485 Architecture.

Figure D-6: Dual RS-485 Architecture

A Engineeringst@
B. Process cafitrol rk
C. Conth I%
o
bu

Note

By default, only the active Gateway in a redundant system will respond to Modbus polling
requests. If simultaneous polling is desired, login to the Gateway web interface, navigate
to Setup>Modbus>Communications and set “Respond when running as redundant
standby?” to Yes. Only use this setting in a dual RS-485 architecture.
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D.4.5

Power

Power for the redundant Gateways should be applied after all primary and secondary
Ethernet and RS-485 connections have been made. Using separate uninterruptable power
supplies (UPS) is recommended to ensure availability of the redundant Gateway system.

D.5

Diagnostics

The redundant system will perform many diagnostic checks to verify the health and
connectivity of the system. In the event of a failure, it can take up to 30 seconds for the
Gateway to trade positions.

Figure D-7: Redundancy Status (Diagnostics>Advanced>

4
Emerson. | Smart Wireless Gateway

Home Devices System Settings
System Settings >> Gateway >> Redundancy Status
Gateway

Redundancy Status

The Gateway with HG Serial Nﬂ,‘ﬁ&ﬁﬂ

&
S

Protocols

Users

ndancy Status)

admin About  Help | Logout

+ Network Information

ning in Al ode and Gateway with HG Serial No.( 751716 ) is running in Standby

These diagnostics can also be mapped to Modbus registers or OPC tags. The following
table covers what diagnostics are included on the Redundancy Status page as well as how
they can be mapped as parameters in Modbus or OPC.

Table D-1: Redundancy Diagnostics

Parameter Description Data type
REDUNDANT_HEALTH | Overall redundancy status indicating the system is ready for a switch- | Boolean

Y over

RF_COVERAGE_FAILU | Check to verify that both Gateways have the same RF coverage of the | Boolean
RE wireless field network

REDUNDANT_A_ONLI | Operational status of Gateway A Boolean
NE
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Table D-1: Redundancy Diagnostics (continued)
Parameter Description Data type
REDUNDANT_A_MAS | Indication if Gateway A is the active system Boolean
TER
REDUNDANT_A_PING | Indication if Gateway A is able to ping designated host IP address Boolean

REDUNDANT_A_ETHO

Electrical connection status of the primary Ethernet port for Gateway A

8-bit unsigned int

REDUNDANT_B_ONLI | Operational status of Gateway B Boolean
NE

REDUNDANT_B_MAS | Indication if Gateway B is the active system Boolean
TER

REDUNDANT_B_PING | Indication if Gateway B is able to ping designated host IP address Boolean

REDUNDANT_B_ETHO

Electrical connection status of the primary Ethernet port for Ga

8-bit unsigned int

D.5.1

Configure network connect|V|ty

In addition to the redundancy diagnostics, an a
network connectivity to a host system or o
this check to determine the best conrﬁctl

the active Gateway.

To configure network connectivi

Procedure

Emerson.com/Rosemount

1. Navigate to Syste

2. Enterthe host$

3. SelectSa
*

\

gs — Gateway — Ethernet Communication.
dddress in the Check Network Connectivity IP Address field.

heck may be configured to test
ion. The redundant system will use
n and which Gateway should be set to
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Example

Figure D-8: Network Connectivity Check (System Settings>Gateway>Ethernet
Communication)

& )
EMERSON. Smart Wireless Gateway admin  About Help | Logout

Home lices System Settings + Network Information
System Settings >> Gateway >> Ethernet Communi
Gateway

Ethernet Communication

System Address

IP Address 92.168.1.10

Net Mask
Gateway

Check Network Connectivity IP Address

Network

Protocols

Users

D.6 Gateway r@}:ement

When repfacin troducing a Gateway in a redundant system, always connect both
the prim s dary Ethernet connections before powering the standby Gateway. If
the@atewayis Being reintroduced (i.e. it was a part of the original redundant system), it
ally rejoin the redundant system. If the Gateway is new or has been set to

t guration, it will need to be paired to the current active Gateway. Navigate to
System Settings>Gateway>Redundancy and follow the recommended actions on that
page or follow the procedure above to pair Gateways and form a redundant system.
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