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DeltaV and Virtualization 

This whitepaper addresses Emerson thoughts on virtualization regarding the special needs of the 

process control industry. 

 

 Virtualization can implement several independent computers in a single virtual machine  provides 

additional benefits for control system deployments 
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Introduction 

There are many new and maturing technologies that are becoming available to help improve management and to 

reduce the costs of deploying computers.  One of these maturing technologies is called ―virtualization‖ or ―virtual 

machines‖.    This technology is being used in general business solution and as it matures virtualization solutions 

are gaining wider acceptance for use in mission critical applications such as industrial process control.  

The purpose of this whitepaper is to document some of the unique needs of the process control industry in relation 

to the implementation of virtualization or virtual machines within a control system. It will present some of the work 

Emerson is doing regarding virtualization for use in the DeltaV Control System.  

At this time there are many more questions and opportunities than there are hard answers. Virtualization and 

virtual machine technology continues to evolve at a rapid pace with new and enhanced solutions appearing on an 

almost daily basis. This creates a ―moving target‖ when discussing possible solutions. 

This is a ―living document‖. Periodic updates are expected as more ideas/opportunities arise and solutions are 

determined. 

What is virtualization?  

Virtualization is technology that allows the separation of software applications from the underlying O/S and 

hardware resources of the computer on which it is running. Virtualization allows any application to run on any 

computer hardware and operation system by using special software called a virtual machine manager (VMM) or 

―player‖. This VMM manages the interface between the virtual machines and the physical computer that is hosting 

them.  

Virtualization  is implemented by 

creating a ―virtual machine‖ (VM) on 

a standard computer with  the 

installation of the virtual machine 

manager or ―player‖.  An image of 

the desired application   runs on the 

virtual machine.  The application is 

fooled into thinking is running on the 

actual computer by the VM player.    

In it’s simplest form a single VM is 

created on a computer. For 

example creating an XP based 

Virtual machine on a Vista computer to 

allow an XP  application to run on this 

computer.  

However the real power in virtualization comes with the ability to  create multiple virtual machines within a  single 

computer. 

Figure 1 Consolidate hardware by running multiple virtual machines 

on a single computer 
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Consider a system where you have four PCs - four physical hardware computers. With processors being more 

powerful, and most computers underutilizing their processors, it is possible to use virtualization to reduce the four 

hardware computers  into one single computer and still retain the four instances of the independent computers. 

Basically,the one ―host‖ computer runs the four virtual macnines.  

The virtualization process is relatively straight-forward:  

- Obtain a computer and install Windows 

- Install a Virtual Machine Manager player  

- Copy a VM that  has been created using a VM builder. 

-  Double click on the VM file.  

-  The application starts and you see a new (virtual) copy of windows opened and the  applications available 

and ready to go.  

If  a virtual machine is created which will share a keyboard, mouse and monitor there is no need to add any 

hardware.  

A virtual machine can easily be copied to any computer with a VMM player installed. For example, a salesperson  

can duplicate a virtual machine with any demonstration software to his laptop. This can be done with no danger to 

the original computer. An error on a virtual machine does not harm the host system, safeguarding the O/S on the 

laptop. 

Virtualization also provides methods to create [virtual] backup computers. In the event of a failure of the primary 

computer the applications will be automatically relocated to any backup computers that are available. The 

virtualization software has the capability to manage this application relocation function as a standard part of the 

software.    

Virtualization – Reducing hardware needs while increasing application capacity is cost reducing.  A new virtual 

machine can be provisioned as needed without the need for an up-front hardware purchase.   

For more information on virtualization the following web sites provide basic information to help in understanding 

this technology. 

 http://en.wikipedia.org/wiki/Virtualization There are many additional links on this site to all manner of virtualization 

information. 

Some good on-line video based information on basic virtualization and virtual machines: 

Server virtualization -- http://www.youtube.com/watch?v=p11lJOnALS4  good simple explanation. 

http://www.youtube.com/watch?v=nDiM19KShAA 

http://www.youtube.com/watch?v=QVpNa3rEnpk 

Different types of virtualization  

There are several categories of virtualization to consider that provide different solutions for various needs. The 

category of virtualization required also impacts the decision of the virtualization technology to use and which 

virtualization supplier can best provide the required solutions. Review of the virtualization information on the web 

list many variations in virtualization. Below are the major types of virtualization solutions:  

http://en.wikipedia.org/wiki/Virtualization
http://www.youtube.com/watch?v=p11lJOnALS4
http://www.youtube.com/watch?v=nDiM19KShAA
http://www.youtube.com/watch?v=QVpNa3rEnpk
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¶ Server software virtualization  

¶ Server Hardware  virtualization 

¶ Desktop virtualization  

¶ Presentation virtualization  

¶ Application virtualization  

¶ Streaming 

Server Software Virtualization 

Server virtualization is one of the most commonly used virtualization 

methods. A standard operating system (O/S), such as Windows 

Server® 2003 or Windows Server 2008 is installed on the server as 

usual.  An application called a virtual machine manager (VMM) is 

installed on the O/S that allows the creation of virtual machines (VM) on 

the server. Each virtual machine runs a completely separate operating 

system and application set.   With server consolidation, many small 

physical servers are replaced by one larger physical server, to increase 

the utilization of costly hardware resources such as CPU and memory. 

Although hardware is consolidated, typically the operating systems 

(O/S) are not. Instead, each O/S running on a physical server becomes 

converted to a distinct O/S running inside a virtual machine. The large 

server can "host" many such "guest" virtual machines. 

Servers can also host a number of virtual workstations in addition to 

virtual servers.  The arrangement is the same as in virtual servers but 

the virtual machines are running a client operating system such as XP, 

Vista or Linux.  

Virtualization, in a large server farm with many servers, can be an 

extremely very cost effective way to reduce the cost of energy for 

running the servers and for air conditioning. Consolidating physical 

space plus reduced maintenance and repairs are also factors in cutting 

costs.  One data center virtualization example reduced an existing server farm from 110 smaller servers to 10 

more powerful servers running 56 virtual servers and 260 virtual desktops with significant reduction in energy 

and upkeep costs.  

 

 

 
Figure 2 ï A host operating system layer is 

required in Software Virtualization  
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Server Hardware Virtualization 

Much like the server software virtualization, server hardware virtualization 

supports the creation of virtual workstations and servers.  But in this case the 

server hardware runs a lightweight application, called a hypervisor, which 

allows the virtual machine operating systems to be installed on the server. This 

solution eliminates the interposing native O/S in the software virtualization 

solution.  

The hypervisor can host multiple independent virtual machines (VMs). Since 

the hypervisor is so lightweight, there is little overhead on the system, allowing 

for more scalability in the virtual machines. Some server hardware may actually 

have the hypervisor embedded (built into the hardware memory) so that a 

separate hypervisor application is not required. This has the advantage of 

increasing the performance of the virtual machines.  It also provides a level of 

improved security since the hypervisor software cannot be altered and is not 

impacted by a virus attack. This is less expensive as it does not require a 

separate operating system license to run the hypervisor application. 

 

 

 Desktop Virtualization  

 Desktop virtualization is similar to Server Software Virtualization, but it runs on 

personal computer hardware (vs. server hardware).  A personal computer can 

be a laptop or a standard desktop computer running operating systems such as 

Windows Vista® or Windows 7. The personal computer operating system runs a 

virtualization application that allows the creating of virtual machines. Using a PC 

as the virtualization computer provides a more limited virtualization that is 

usually confined to a single user with only one virtual machine running on the 

PC. This is often used when a specific person needs to run one or a limited 

number of legacy applications on a legacy operating system. For example 

desktop virtualization will allow Windows XP to run on hardware that that will 

only support Windows Vista.   

 

 

 

  

Figure 3- Each virtual machine can 

run under a different guest O/S 

Figure 4- Desktop virtualization 

runs on workstation hardware 
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Presentation Virtualization 

In presentation virtualization (also called 

―workstation virtualization‖) the 

centralized server systems host multiple 

virtual workstations. All processing is 

done in the virtual workstations on the 

host systems. The user sessions on the 

server are isolated from each other as 

they run in these virtual machines.  

Presentation virtualization is similar to 

server virtualization except that workstation 

operating systems (such as XP or Vista) are the guest O/S.   Only the presentation information, such as keyboard 

and mouse inputs, and video updates, are sent between the client and the host system. The client can be any PC 

or thin client based workstation that can support the interface to the virtual machines.  The need to support a full 

time workstation connection requiring support for high definition graphics and other high performance workstation 

applications makes presentation virtualization a more complex deployment that server virtualization.     

The clients can make connections to the virtual machines using a network connection as is used in a terminal 

server solution. This connection can be over a dedicated 

network or over the main enterprise LAN. 

The clients can also use a networked keyboard, video, 

mouse extender (KVM) to make the connection to the 

virtual machines over a dedicated network or the 

Enterprise network. 

Presentation virtualization is a new term coined by 

Microsoft to describe what is also known as desktop 

virtualization. It's also the technology formerly known as 

thin-client computing, and before that it was called 

terminal computing. 

Some of the benefits of presentation virtualization include 

the instant provisioning of new desktops, no downtime in 

the event of hardware failures, reduction in the cost of new 

application deployment, PC refresh cycle extended to 5–6 years or more, and desktop-like performance including 

multiple monitors. 

  

 

  

Figure 5- The workstations can connect to the virtual workstations using a 

terminal server type network connection 

Figure 6 The workstations can also use a KVM solution for 

virtual workstation connections 
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Application Virtualization 

An application is isolated from the underlying operating system by means of the virtualization software. The 

application runs as though it is directly interfacing with the original operating system and all the resources 

managed by it when in reality it is not. This allows multiple applications that may have conflicting dynamic link 

libraries (DLLs) or other incompatibilities to run on the same machine without affecting each other.   

 

Streaming 

In streaming, the server stores a set of 

computer images in the database, typically 

one for each type of workstation in the 

system.  When a workstation starts up, the 

boot image is pulled from the server rather 

than from the local hard drive on the client 

[if there is one]. Thisallows each workstation 

to boot using a common image that is 

maintained and protected on the server. 

This solution has several advantages. Only 

one image has to be maintained and updated vs managing all of the separate computers.  A simple reboot of the 

workstation is all that is needed to update the workstation with the latest workstation software.  Since any virus 

infection on the workstation is easily ―cured‖ by rebooting it is possible that the cost and maintenance of anti-virus 

software on each workstation can be omited.  This solution maintains the often desired independent workstation 

and can easily support multi-monitor workstations and other workstation capabilities that may be more difficult to 

implement in a Presentation Virtualization or Virtual Workstation solution.  Except when a reboot is required  the 

workstation is not dependent on the server being available during the runtime operation of the workstation as is 

also required in the Presentation Virtualization or Virtual Workstation solution.    

 

Figure 7- Booting a workstation from a protect image on the server provides 

central management of the workstation configurations 
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What types of customer needs can virtualization solve? 

Over the years Emerson has received the following customer requests for DeltaV workstations: 

¶ Easy to deploy and maintain operator workstations 

¶ Lowest possible cost operator workstations 

¶ Secure operator workstations 

¶ High availability in operator workstations 

¶ Easily add temporary workstations for startups and shutdowns and other times when additional operators 

are required and temporary engineering workstations during project implementation  

¶ Cost effective remote/hardened operator workstations 

¶ Rapid recovery from hardware failures  

¶ Redundant Historians and Event journals 

¶ Redundant ProfessionalPlus workstations 

¶ Cost effective training systems and process development systems 

¶ Ability to easier manage multiple versions of DeltaV in the same facility 

¶ Cost optimization of server hardware 

Virtualization will allow us to provide solution to address these customer needs.   

Presentation virtualization and streaming can be employed in various configurations to solve many of the needs 

for cost effective, easy to deploy, more secure, and flexible operator workstations.   

Server virtualization provides solutions for redundant historians and event journals while reducing the costs of 

deploying the server hardware for these applications.  Server virtualization also provides a solution for high 

availability or redundant ProfessionalPlus engineering workstations.  Server virtualization provides a platform to 

support the management of multiple DeltaV versions from a single server. Coupling server virtualization with a 

remote desktop solution allows a user to easily connect a workstation to any of the virtual ProfessionalPlus 

workstations regardless of DeltaV version.   

The follow sections provide more details on how virtualization can help meet these customer needs.       
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Presentation Virtualization can meet many workstation requirements.  

 

 

Figure 8- Using virtual workstations can make deployment and recovery easy 

¶ Reduced Workstation Deployment time. Since all DeltaV operator workstations use the same set of 

hardware and DeltaV application images a pre-built virtual machine image will allow user to easily 

setup the virtual workstations using our image.  

¶ Lower cost solution over use of PCôs Thin client workstations are typically much lower cost than a 

full PC. 

¶ Improved security.   Since images boot from a locked down secured location, if a virtual machine 

becomes infected simply reboot the virtual machine to restore the clean protected image. And as the 

servers are locked away from users there is much less chance for infection from improper user 

access to the workstations. Patch management becomes easier as just the base image is patched 

and workstations are simply rebooted to deploy the updated image. 

¶ Improved Workstation Availability Virtualization provides for automatic relocation of virtual 

machines to other servers in the event of a server failure to keep workstations highly available   

¶ Capability and Flexibility. In situations where additional, temporary workstations are required for 

startup, shutdown or during project implementation it is easy ―spin up‖ a few temporary virtual 

machines to cover the need for extra workstations. 

¶ Allows the easy use of environmentally hardened workstations Using thin client workstations   

instead of PC’s can make mounting workstations in the process area much easier and less costly.  

¶ Rapid recovery from hardware failures. If a client workstation fails, replacement of the client 

hardware and reconnection to the server returns the workstation back online. 

¶ Maintain an entire development or training system on a single server.  Combining virtual 

operator workstations, professional workstations and a ProfessionalPlus using virtual controllers it is 

possible to easily deploy an entire virtual system on one or two servers. 
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Streaming  provides the same benefits as presentation virtualization  

Some customers may prefer to continue to use freestanding PC workstations to reduce dependency on 

the server during run-time or to avoid the complexity of maintaining the virtualization solution.  For these 

customers the use of image streaming can be a good solution.  In this application the O/S and DeltaV 

workstation image is stored centrally on a server – perhaps the ProfessionalPlus – and is accessed by 

the workstation during reboot of the workstation rather than booting off the local hard drive.  This 

solution can also use thin client hardware that is capable of running the O/S and application locally.  

Many of the same benefits of the virtual workstation apply here as well: 

¶ Reduced Workstation Deployment time. Since all DeltaV operator workstations use the same set of 

hardware and DeltaV application images Emerson can pre-build the images so that all a user has to do is 

boot the workstations to obtain the image from the server – no installation required.  

¶ Workstation is freestanding and not dependent on server availability  Once the workstation boots up 

the connection to the server is not required for run-time activities. 

¶ Rapid recovery from hardware failures. If a client workstation fails simply replace the client hardware 

and boot up the new workstation and the workstation is back on line ready for a download. 

¶ Improved security.   Since images boot from a locked down secured location, if a workstation become 

infected rebooting will restore the workstation to a healthy state.  Patch management becomes easier as 

just the base image is patched and workstations are simply rebooted to deploy the updated image.   

  

Figure 9- Even without virtual workstations using centrally managing workstation images can 

provide many of the same benefits as full virtualization solution. 
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Figure 10 ï Using virtual servers can provide cost savings and higher availability of applications 

Server virtualization can meet additional requirements for server applications 

In addition to workstation requirements there are additional requirements that will be best met using virtual 

servers.  Users who have the following requirements benefit from virtual server solutions:  

¶ Rapid recovery from hardware failures  

¶ Redundant Historians and Event journals 

¶ Redundant ProfessionalPlus workstations 

¶ Cost effective training systems and process development systems 

¶ Ability to easier manage multiple versions of DeltaV in the same facility 

¶ Cost optimization of server hardware 

¶ Rapid recovery from hardware failures. By simply replacing the failed server you will reestablish the 
ability to relocate applications on a future hardware failure.  No need to relocate the applications. 

¶ Redundant Historians, Event journals and ProfessionalPlus Virtualization provides for automatic 
relocation of virtual machines to other servers in the event of a server failure.  The use of an external 
RAID drive will keep the databases available to all workstations all the time so data is always available 
and data collection/storage is never interrupted –no missing data or fragmented databases.   

¶ Maintain an entire development or training system on a single server.  Combining virtual operator 

workstations, professional workstations and a ProfessionalPlus using virtual controllers it is possible to 

easily deploy an entire virtual system on one or two servers. 
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¶ Multiple versions. The ability to maintain many versions of DeltaV as images on the same server and 

startup the version needed is helpful in engineering applications previously requiring many independent 

computers. 

¶ Cost optimize the server hardware.  By building virtual server on a single server hardware users can 

insure that the hardware is fully utilized before adding any new hardware.  No more expensive server 

hardware that is not being fully utilized. 

What are the issues and concerns in implementing virtualization on a 

DeltaV system and in the process control environment 

There appear to be many benefits to virtualization in the process control industry that impel Emerson to move 

forward and implement this technology in DeltaV. At the same time there are always risks, both technical and 

commercial, in the introduction of any new technology. 

The intent of this section of the whitepaper is to introduce for consideration some of the questions and issues that 

must be resolved in introducing virtualization in DeltaV. These questions are particularly critical in mission critical 

process control that has unique performance and ease of use requirements.  The question and issues are directed 

toward the use of virtualization in the real time, run time control system environment with its’ unique robustness 

and ease of use issues. 

Our purpose is to bring questions forward for discussion and not to provide ready solutions.  The questions and 

issues indicate the level of difficulty in the implementation of virtualization on a control system such as DeltaV.  

Successful implementation requires a well thought out strategy and development that goes beyond just ―installing 

DeltaV software to see if it will run in a virtualized environment‖.  

What problems are we solving with virtualization in the control system? 

Virtualization is typically used to reduce the number of hardware servers needed to run an IT environment.  

Except in specific instances, with very large control systems, just reducing the number of hardware platforms to 

support and manage may not provide sufficient justification for the added cost in deploying virtualization.   

In developing a virtualization strategy Emerson needs to be clear on what user needs are being met with 

virtualization.  For example the ability to create high availability workstations and quickly recover from workstation 

hardware failures might be sufficient reason to deploy virtualization even in a control system with only a few 

workstations.  Understanding our customers’ requirements and how they can be solved with virtualization is 

important in creating the solution required to meet the needs of the widest group of users.  

What is the ñbreak evenò point for using virtualization? 

Where is the break-even point for virtualization solutions?  It is just size of the system in terms of workstations or 

can even a smaller system benefit from virtualization?  Where does the cost to implement out weight the benefits? 

What are the significant CAPEX and OPEX considerations in using this technology?  Are the higher upfront 

implementation costs offset by sufficient operational benefits to be viable?   

Can we scale virtualization – use free virtualization environment for smaller systems?  Then graduate to ever more 

costly solutions where the ROI fits better. 
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Can we make virtualization easy enough to be readily applied in a control system? 

Can we make virtualization easy enough for our users to implement in the run time, real time environment?  Is 

there too much ―people energy‖ required to maintain a virtualized environment regardless of our efforts to make it 

easy?  Can we make it easy enough to deliver as a product solution to customers or will, even in the least 

complex situations, require Emerson services to implement? 

Even in the larger process control industry the need to make the virtualization easy to implement and maintain will 

be critical to the wide spread acceptance of this technology in the run time environment. 

Whose virtualization software should DeltaV implement?  

With the wide variety of virtualization solutions and vendors, selecting a virtualization solution and vendor 

becomes large part of the move to virtualization.  Questions of support need to be considered. Should we stay 

with Microsoft solutions or open the field to others.  What criteria do we use to make the selection of vendor?  

Can Emerson afford to become dependent on even more diverse software suppliers? There is considerable 

overhead in keeping up with Microsoft and our current third party applications.  How can we best manage yet 

another third party application? Some considerations will have to be cost /support / stability /performance /ease of 

use /features available to support several types of virtualization in the selection process.  

We will have to deal with the use of other Emerson applications as well as third party applications in the selected 

virtualization environment. Might third party application compatibility with different virtualization environments keep 

us from creating a single vendor virtualization solution? 

Hypervisor or software server virtualization ï which is better? 

What are the pros and cons of the different technologies?  Is a Hypervisor solution better for performance and 

perhaps less expensive?  Does it tie our solution too tightly to specific hardware solutions? Are the hypervisor 

hardware platforms scalable enough for DeltaV for process control solutions?    

What support is required for the virtualized environment?  

For process control with a longer lifecycle what role does virtualization vendor support play in the selection 

process?  Parts of this technology are changing and stability in virtualization applications would seem to be 

problematic.  How do we keep up with virtualized environment changes? These applications will become as 

integrated as an operating system and changes will be a management issue if the virtualization software lifecycle 

does not fit our needs – and indeed the industry needs.  

In addition to virtualization vendor support what additional new costs arise with Emerson supporting our users with 

virtualization? There are significant upfront costs for Emerson to implement virtualization.  Are there on-going up 

keep costs that need to be managed?  Can we develop a strong relationship with a virtualization provider to 

improve our management of the applications? 

What will be the training requirements of Emerson personnel to support virtual machine solutions?  How much 

technical support is needed and at what experience levels?   

Do we encourage even more need for IT support of the system with virtualization.  How easy do we have to made 

virtualization in DeltaV before users will comfortable in doing the deployment without the added cost of IT support? 
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How can we make it easy for users to develop their own customized virtual machine images to run under our 

virtualization solution?   Customers will require a way to create custom images. Not every workstation will work on 

standard out of the box DeltaV configuration. 

What are the customer adoption costs? Do they have significant additional training to consider? Is virtualization 

more difficult to support?  Can we add [enough] custom features to ensure we make support easier for users? 

What new Education center expertise and classes are required for user to support virtualization?  Do we need to 

add significantly more customer training? If our solution is ―easy‖, how much training is required and of what type.  

Will virtualization have an impact on current computer hardware? 

Is Dell still the best or acceptable supplier?  So far we have no compelling reason to switch to a different supplier 

for virtualization   Will a decision to go with a hypervisor based solution impact our hardware supplier decision?  

Will staying with Dell limit our choices?  How do we provide environmentally hardened servers for virtualization in 

marine certifications, and other applications requiring hardened hardware? 

Will the performance of virtual machines meet process control requirements? 

Installing many virtual machines on a single hardware platform performance can be an issue, especially in the real 

time environment of a control system.  Issues around shared disk access, CPU sharing, single communications 

paths and other potential bottlenecks need testing and optimization for our environment.  This aspect will take 

careful analysis to be sure our solutions can maintain the required performance.  

Operators require a fast and very responsive system.  Does virtualization impact performance to the point where it 

becomes unsuitable for some applications? Historian data collection and other data collection speeds need careful 

review and testing to ensure data integrity is maintained. 

Engineering performance must be maintained and improved thru virtualization. 

Performance will have a significant impact on selection of virtualization environment and scalability. Are the free 

and low cost virtualization environments fast enough and feature rich enough for smaller systems to afford a 

scalable solution? 

What is the impact of sharing network interface hardware between virtual machines? 

How does virtualization impact our existing network redundancy solution?  What happens to the multiple virtual 

machines during a communication switch-over? 

Control systems have real time processing requirements that are much stricter than in the IT environment.  Does 

virtualization present any real time processing issues? For example, can one server with multiple NIC cards 

handle the high speed communications required for DeltaV?   

Will virtualization improve our redundancy and disaster recovery capabilities? 

Process control has a need for extremely fast and bumpless (to the process) redundancy switchover times that 

are highly robust and repeatable.  It must be easy to setup and have a way to indicate when the redundancy 

switchover is compromised and redundancy becomes unavailable.  

Virtualization provides an ―out of the box‖ capability for application relocation upon failure of the hardware. Virtual 

machines can be used to provide redundancy and improve disaster recovery scenarios.  Is the standard, out of 
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the box failure recovery mode (relocation of applications) easy enough to setup and manage?  Is it quick and 

robust enough for mission critical process control applications?  What kind of added features are needed to be 

robust enough for process control applications?  

Are there third party applications or vendors out there with solutions to improve the out of the box virtualization 

vendor solutions?  What is Stratus Technologies (our fault tolerant server supplier) doing in this area? 

How quickly can a virtualization environment be rebuilt?  Is it automated enough that our users can do it? Do we 

need to supplement with DeltaV easy to use solutions? 

What are the benefits of the different virtualization solutions as related to disaster recovery and higher availability 

of the system? 

What is the impact on the Professional Workstation Client/Server connection to 

ProfessionalPlus? 

Will there be issues making these client/server connections when the workstations are virtual machines on the 

same server?  How does using a virtual machine for the ProfessionalPlus impact current ability to make client 

connections from Pro stations?  Are the Pro-stations just virtual machines in the same server as the 

ProfessionalPlus? Can we implement an ―all virtual machines‖ system for engineering work? Will it be necessary 

to keep the ProfessionalPlus on separate server from the workstations in a virtualization environment? 

What is the impact of virtualization on cyber security? 

How is security impacted? Does virtualization make the system more secure or less secure?  There are issues 

here to consider and it will be important to understand and resolve security issues. How do we handle the security 

of the virtualization software? Does the /virtualized environment really change any of our current DeltaV security 

policies? 

How does virtualization handle biometrics/smart cards/two factor authentication? 

How do we handle two factor authentication that will be required by some users with remote terminals?  Does the 

existing technology solve this or will we have to create a solution? Terminal servers can handle this but can virtual 

machines or is this different somehow? Is there any existing two factor solution available and is the solution 

acceptable for use in a virtualized environment?  

Can virtual workstations support multi-headed solutions?  

Customers want multi-monitors even on remote workstations. They do not see or expect any differences in remote 

vs. local workstations.  This is perceived as just an easy technology problem to fix.  How does virtualization impact 

the ability to use multi-monitors? Can we still provide them with a virtualization solution? 

How do virtual machines handle sounds? 

How do we guarantee alarm sounds will work as usual especially on remote workstations?  

How is data from Historian, Event Journals handled in a virtual solution? 

Configuration Database, event journals and historians will have run time requirements for data access from the 

workstations.  Access will be required from both the virtual and real workstations.  Database backup and archiving 

and database management are additional considerations in the virtualized environment.  What are the different 
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solutions available to help manage these needs? Can these solutions also be made ―easy to use‖ and cost 

effective in a virtualized environment?  

How will the performance of DeltaV audit trail be impacted in a virtualized environment?  

Will external Storage Area Networks be required to implement these databases in a virtualized environment? 

Can we find usable out the box solutions available to handle database redundancy to reduce our development 

effort?  Do the historian vendors (OSISoft) have out of the box backup solutions in virtualized environment that we 

can use? 

What are the software licensing issues of virtualization? 

How does the DeltaV dongle work in virtualization solution? Does virtualization create issues with DeltaV 

licensing? 

If third party applications do not support virtualization how do we handle this?  Do we have to install Symantec 

End Point software and add this to our image so it is loaded as part of image?  What is the cost impact of adding 

third party applications to our virtual machine image?  

Since a virtualization environment allows an easy power up for as many virtual machines as you need – the 

virtualization manager will load balance virtual workstations and applications across available servers.  Does this 

require the need for ―temporary DeltaV and O/S licenses for peak engineering times or when more operator 

stations are needed for startup/shutdowns? Is there an opportunity here to lower cost of deployment or allow cost 

effective, flexible run-time system expansions?  

What improved system/integration engineering solutions become available with 

virtualization? 

Being able to create virtualized engineering environments where it is easy to setup a DeltaV system within a 

server or group of servers allows for lower cost implementation of DeltaV systems.  It will not be necessary to 

obtain actual DeltaV hardware to do engineering.  This lowers cost and makes the engineering environment more 

flexible.  Dealing with multiple DeltaV system and versions could be simplified. 

Are there benefits with virtual machines for users with multiple versions of DeltaV?  It seems that one server can 

have multiple ProfessionalPlus workstations with different DeltaV versions installed.  How do we connect a server 

with many virtual ProfessionalPlus machines to the different DeltaV systems?  Can this be done, easily and 

securely?  How do the virtual machines be sure it is downloading the ―right‖ systems and devices? 

Can we support loading older versions of DeltaV in virtual machines?  Will older DeltaV versions run in a 

virtualization environment without modification?   

How does virtualization help validated systems? 

Does virtualization and virtual machines help or hurt the Pharmaceutical industry – can we update hardware with 

virtual machines and run the existing O/S without revalidation?   

Critical data collection that might really benefit from virtual machines failover capabilities 

These industries tend to use remote workstations due to physical layout of facility – virtual machines to run 

hardened thin client terminal solutions may be of great interest.   
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This industry and perhaps others will warrant more study with regard to virtualization. There are many apparent 

benefits to be gained by virtualization to meet the more unique requirements of this industry.  

What work is Emerson Process Management doing in the area of virtualization in their 

control systems? 

Emerson Process Management in their DeltaV control system has active projects researching the use of 

virtualization in the operator and engineering workstations and in the virtualization of the servers used within the 

control system. 

We have a close relationship with our computer supplier providing access to their excellent computer laboratory 

facilities. DeltaV researchers and engineers are able to spend considerable time working in the virtualization labs 

at Dell Computer.  We are working hand-in-hand with the Dell virtualization team to develop and test the 

virtualization strategies that may be used in our control systems.  

This has allowed us to test DeltaV with Server Hardware Virtualization using a variety of virtualization products 

(such as VMware, XEN and HyperV).  We are also working with both Presentation Virtualization and Desktop 

Virtualization along with streaming technologies.  To date our testing is showing positive results and is helping us 

to determine where to best continue our efforts with virtualization.  

This initial testing indicates that using these technologies is feasible with DeltaV. It also shows that using 

virtualization is not an ―out of the box‖ solution and additional work is required to develop a true product solution 

for our customers. 

What has the initial DeltaV testing revealed about using virtualization?  

The DeltaV run-time applications will run in a virtualized environment. 

Testing has shown that the run time applications on DeltaV function with little modification in the virtualized 

environment.  We also did testing in system with a mixture of machines running in the virtual environment and on 

dedicated desktops with similar results.  While our initial testing is promising, there is a need to continue with full 

testing with a real DeltaV system test lab and under actual real world conditions to determine what changes will be 

required to the run-time applications. Further testing needs to include more in-depth testing of the engineering and 

support functions (such as diagnostics) to allow these applications to fully function in the virtualization 

environment.  

Creating the virtualized environment using standard tools is complicated.  

Even though DeltaV functioned properly considerable upfront effort was required to create the virtualization 

environment.  We found that properly setting up the ―base‖ virtualized environment is complicated. If we are to 

make this technology easy to use it will be important that we spend time determining how we want the DeltaV and 

layered applications to work in a virtualized environment.  ―DeltaV easy‖ will take some time to achieve.   

Selection of a single virtualization environment will be important.  

Developing a successful virtualization solution will involve the selection of a single virtualization product if we are 

to make this easy to engineer and support.  It will not be cost effective to support multiple virtualization suppliers. 

Focusing on a single set of products to implement our solution will provide the best chance of being successful in 

making this easy for our customers to implement and support. This will likely lead to making compromises in how 

we bring this technology to market.  Initial testing indicates we can make the virtualization environment easy to 
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deploy and setup. It will take careful engineering and a focus on a single set of virtualization solutions to do this 

economically. 

Choosing the right virtualization environment will be important.   

The one issue that will take considerable thought is choosing which virtualization technology on which to develop 

our solution.  Of the most popular virtualization environments we found two that seemed to be easiest to install 

and setup. The environments have a different feature set and the available set of features will be a factor in the 

selection.  At the same time our ability to deliver easy to use solutions will be a major factor in the selection of a 

virtualization environment. 

Conclusions 

Virtualization technology has matured to the point where it is feasible to implement real time, mission critical 

systems using some level virtual machines within the control system. 

The use of virtualization can bring many benefits in lowering cost and enhancing the ease of use of computers 

and servers in the DeltaV control system.   

A well thought out and well implemented strategy will be important for the successful introduction and the 

widespread use of virtualization in DeltaV systems. 

Emerson Process Management is actively developing plans and performing the necessary research to introduce 

the use of virtualization in the DeltaV control system. 


